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Introduction

This document is the Trust Service Practice Statement (TSPS) for the trust services operated by
D-Trust GmbH.

Overview

1.1.1 Trust service provider (TSP)

These rules are laid down in the CP.

1.1.2 About this document

The following diagram shows the document hierarchy used by D-Trust GmbH. The green
marking highlights the document which you are currently reading. At present, the three
CPSs named are subject to the TSPS. Others will be gradually added.

CcP
TSPS
[ % |
Cloud CPS CSM CPS Root CPS
TSA DS Cloud DS PKI DS

Subscriber

Agreement Subscriber Agreement

sign-me

References are shown as follows:

These rules are laid down in the CP.
The rules in this section are not documented in the TSPS or in the respective CPS, but can be
found exclusively in the CP.

These rules are documented in the respective CPS.
The rules in this section are not documented in the TSPS or in the CP, but can be found exclusively
in the respective CPS.

The specific rules are documented in the respective CPS.

The rules applicable to all trust services can be found in this TSPS. Rules that are applicable to
only a certain trust service can be found in the respective CPS. Rules from the TSPS and the
corresponding CPS must be considered.
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This TSPS refers to the CP (Certificate Policy) of D-Trust GmbH with OID
1.3.6.1.4.1.4788.2.200.1.

This TSPS and the respective CPS define procedures within the scope of trust services
throughout the entire life of CA and end-entity certificates (EE certificates). Minimum
measures are defined that must be fulfilled by all PKI entities.

The CP from D-Trust GmbH, the TSPS and the respective CPS are legally binding in as far as
this is permitted under German and/or European law. They contain provisions regarding
obligations, warranty and liability for the PKI entities. As regards warranties or
representations, this TSPS and the respective CPS contain only those warranties or
representations expressly granted for this area.

Knowledge of the certification procedures and rules described in this TSPS and of the legal
framework enables relying parties to build trust in the components of the PKI and in the PKI
entities and to decide to what extent the trust and security level established by the PKI is
appropriate for respective application.

The structure of this document is based on the RFC 3647 Internet standard: "Internet X.509
Public Key Infrastructure: Certificate Policy and Certification Practices Framework”.

The specific rules are documented in the respective CPS.

1.1.3 Properties of the PKI

D-Trust GmbH defines a separate D-Trust Policy OID for each product, which is additionally
included in the pertinent certificates. The D-Trust Policy OIDs are documented in section
1.1.3 of the CP of D-Trust GmbH.

Explanation of the policy levels of qualified trust services:

QEVCP-w!

EE certificates with QEVCP-w level are qualified TLS certificates according to
[EN 319 411-2]; this can be recognized by the QEVCP-w OID in the EE certificates.
These EE certificates are not issued on smart cards.

Qualified website certificates from D-TRUST CA 2-2 EV 2016 always also meet the
requirements for TLS certificates pursuant to EVCP level according to [EN 319 411-1]
and [EVGL]; this can be recognized by the EVCP OID in the EE certificates.

QNCP-w

EE certificates with QNCP-w level are qualified TLS certificates according to
[EN 319 411-2]; this can be recognized by the QNCP-w OID in the EE certificates.
These EE certificates are not issued on smart cards.

QCP-I
EE certificates with QCP-I level are qualified certificates according to [EN 319 411-2]; this
can be recognized by the QCP-I OID in the EE certificates. These EE certificates are not
issued on smart cards.

QCP-I-qscd
EE certificates with QCP-I-gscd level are qualified certificates according to [EN 319 411-2];
this can be recognized by the QCP-l-gscd OID in the EE certificates. These EE certificates
are issued on smart cards.

1 The QCP-w policy level has been renamed QEVCP-w in analogy to ETSI EN 319 411-2.
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QCP-n-qgqscd
EE certificates with QCP-n-gscd level are qualified certificates according to
[EN 319 411-2]; this can be recognized by the QCP-n-gscd OID in the EE certificates. These
EE certificates are issued on smart cards.

QCP-n
EE certificates with QCP-n level are qualified certificates for advanced signatures according
to [EN 319 411-2]; this can be recognized by the QCP-n OID in the EE certificates. These
EE certificates are not issued on smart cards.

BTSP
BTSP-level certificates are qualified service certificates for the time-stamp service according
to [EN 319 421]; this can be recognized by the BTSP OID in the service certificates.

Explanation of the policy level of non-qualified (publicly trusted) trust services:

EVCP
EE certificates with EVCP level are TLS certificates. The fact that they are EV certificates can
be recognized by the EV OID (as described in section 1.1.3 of the CP/CPS) in the EE
certificates. EV certificates are not issued on smart cards.

OovCP
EE certificates with OVCP level include TLS certificates that show the name of an
organization. OV certificates are not issued on smart cards.

DVCP
EE certificates with DVCP level include TLS certificates in which the subject (end-entity) is
identified via the domain name. DV certificates are not issued on smart cards.

NCP
NCP-level EE certificates are personal certificates or organization certificates. The name of
an organization can be optionally included as an attribute in these personal certificates. NCP
certificates are not issued on smart cards.

The NCP policy level is included in the documentation for information purposes. In the future,
LCP level products will be migrated to NCP level. The respective policy level can be
recognized by the OID in EE certificates.

LCP

LCP-level EE certificates are simple personal certificates or organization certificates. The
name of an organization can be optionally included as an attribute in these personal
certificates. LCP certificates are not issued on smart cards.

V-PKI
EE certificates with V-PKI certification level (administration PKI) are simple personal
certificates or function certificates. V-PKI certificates are made available via an online
interface and are not issued on smart cards.

Products with non-qualified policy levels (such as EVCP+, NCP+), which require use of a
secure signature creation device, are currently not offered, however, subscribers are free to
use an SSCD to create and store their private keys.

The specific rules are documented in the respective CPS.
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Document name and identification

Document name: D-TRUST Trust Service Practice Statement (TSPS)
Version 1.9
PKI entities
1.3.1 Certification authorities (CAs)
Certification authorities (CAs) are operated by the trust service provider (TSP) and issue
certificates and revocation lists.
The following types of certificates are possible, depending on the PKI:
» Personal certificates for natural persons (EE certificate)
» Seal certificates for legal entities (EE certificate)
=  Group certificates for groups of people (EE certificate)
»= Service certificates for legal entities (EE certificate)
= Certificates for web servers, devices or machines (EE certificate)
= Certification authorities (lower-level CA certificates of the TSP)
Root authorities issue certificates exclusively with the extension basicConstraints: cA=TRUE
(CA certificate). Lower-level CAs issue EE certificates and/or further CA certificates. The name
of the certification authority is shown in the “issuer” field of the certificates issued and in the
CRLs.
1.3.2 Registration authorities (RAs)
The RA identifies and authenticates subscribers or end-entities (subjects), and it collects
and checks requests for different certification services.
D-Trust is a trust service provider and has its own registration authority. D-Trust also has
registration authorities that are operated by authorised third parties. All RAs are subject to
the same requirements.
The concrete tasks and obligations of the RA as the representative of the TSP and/or CA are
defined and finally set forth in the respective agreement with the RA. The RA is
unambiguously identified by the TSP in this context.
RA operator activities, both internal and external, take place on security-critical systems
used for certificate issuance and are protected by enforced multi-factor authentication (see
also section 5.2.2).
TLS certificate requests are processed exclusively by D-Trust’s internal RA. Domain
validation is therefore carried out exclusively by D-Trust itself and is generally neither
delegated nor outsourced to third parties (e.g. to an external RA).
The domain check within the scope of the email verification method in section 4.2.1 for
S/MIME certificates is also carried out exclusively by D-Trust itself.
1.3.3 Subscribers
Subscribers are natural persons or legal entities to whom a certificate is issued and who is
legally bound by a Subscriber Agreement . The subscriber can be identical to the end-entity
(subject) whose name appears in the certificate.
Date of release 2023-11-21 Bundesdruckerei—éerilj;:é I:CI .
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End-entities (EE, subjects) use the private end-entity keys (EE keys). The identity of the end-
entity is linked to the certificate and the related key pair. The end-entity can be identical to
the subscriber. Depending on the PKI, end-entities can be:

= Natural persons

» Legal entities

=  Groups of people or teams

= Devices or machines

= Functions that are performed by staff of an organization

= IT processes

The subscriber is responsible for the key and certificate when the key material was generated
by the subscriber or as soon as the trust service provider (TSP) passes it on to the subscriber.
Moreover, additional obligations exist under [EN 319 411-1] and/or [EN 319 411-2] or BSI
[TR-03145-1]. As soon as the application is submitted at the very latest, subscribers are
provided with the CP, this TSPS, the CPS and the Subscriber Agreement, informing them of
these obligations which they are obliged to adhere to.

QCP-n-gqscd, QCP-n
The subscriber and end-entity must be identical in the case of qualified signature
certificates.

QEVCP-w, QNCP-w, QCP-l, QCP-l-qscd, EVCP, DVCP, OVCP, NCP, LCP, V-PKI
In the event that the subscriber and the end-entity are not identical, the subscriber
and the end-entity are responsible for adherence to the Subscriber Agreement.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, QCP-l, QCP-l-gqscd
Seal and TLS certificates are issued exclusively to legal entities.

BTSP
Service certificates for issuing qualified time stamps are issued exclusively for D-Trust
GmbH. Only a certificate is used for the qualified time stamp.?
Users of the time-stamp service according to [EN 319 421] are natural persons or legal
entities who obtain the time-stamp service within the Cloud PKI from the trust service
provider (TSP).

1.3.4 Relying parties

Relying parties are natural persons or legal entities who use the certificates of this PKI and
have access to the services of the TSP.

The specific rules are documented in the respective CPS.

1.4  Certificate usage

1.4.1 Permitted certificate usage

CA certificates are used exclusively and in line with their extension (BasicConstraints,
PathLengthConstraint) for issuing CA or EE certificates and CRLs.

EE certificates can be used for applications that are compatible with the types of usage
shown in the certificate (keyUsage).

2See repository: www.d-trust.net/repository

Teil der
Date (_)f release 2023-11-21 Bundesdruckerei-Gruppe I:CI .
Effective date 2023-11-22 Page 10/48


http://www.d-trust.net/repository

r
D-TRUST Trust Service Practice Statement (TSPS) d-tru St.

1.4.2

1.4.3

Relying parties are responsible for their own actions. Relying parties are responsible for
assessing whether TSPS and CPS meet with the requirements of an application and whether
use of the particular certificate is suitable for a given purpose.

The rules of the CP of D-Trust GmbH also apply.

Forbidden certificate usage

Types of use (keyUsage) other than those listed in the certificate are not permitted.
The rules of the CP of D-Trust GmbH also apply.

V-PKI
Within the scope of the V-PKI, the provisions of the CP V-PKI BSI are additionally
applicable.

Service certificate usage

The TSP uses service certificates to perform trust services in accordance with [eIDAS].
Service certificates are issued by the TSP itself and for its own use. They are subject to the
requirements of the respective type of certification.

The types of use include:
= CA certificates for CA and certificate creation
»  Signing status information?

*  Signing time stamps*

1.5 Policy administration

1.5.1

1.5.2

1.5.3

Responsibility for the document

This TSPS and the subordinate CPS documents are maintained by D-Trust GmbH. The
representative of management is responsible for document release.

This TSPS and the subordinate CPS documents are reviewed at least once a year by the TSP
and updated as required. Changes are indicated by a new version number in the respective
updated document and are promptly republished in D-Trust’s repository after the current
version has been released by management. If employees or external parties (such as
customers, exlIdent offices, resellers) are affected by such changes, they will be informed in
advance or, if necessary, appropriately trained to implement the changes.

The contact data of the TSP is documented in section 1.5.1 of the CP.

Reporting security incidents with certificates

These rules are documented in the CP.

Compatibility of CPs of external CAs with this CPS

Both in CA and in EE certificates, further CPs can be referenced via policy OIDs which do not
contradict this TSPS or the respective CPS. The reference of a policy OID in the certificate
extensions serves as confirmation of compatibility of the certification practices with the
referenced CP (for instance, NCP 0.4.0.2042.1.1 according to [EN 319 411-1]).

The specific rules are documented in the respective CPS.

3 OCSP information is signed using special OCSP service certificates.

4Time stamps are signed using special service certificates.
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Definitions and acronyms

1.6.1 Definitions and names

The general rules are documented in the CP.
The specific rules are documented in the respective CPS.

1.6.2 Acronyms
Certificate Policy (CP)

IDN Internationalized Domain Name
General rules are laid down in the CP.

1.6.3 References

General rules are laid down in the CP.

Publication and Repository Responsibility

Repositories

The general rules for repositories are documented in the CP.

The specific rules are documented in the respective CPS.
Publication of certificate information

The TSP publishes the following information:
= CA certificates
= CP of D-Trust GmbH
= This TSPS
= Certificate revocation lists (CRLs) and online certificate status protocol (OCSP)

= EE demo certificates

The specific rules are documented in the respective CPS.

Furthermore a complete overview of all root CAs and sub-CAs with policy levels QEVCP-w, QNCP-w,
EVCP, OVCP, DVCP NCP and LCP, showing which specifications document applies to the respective
CA application, can be found in the following repository:

https://www.d-trust.net/files/dokumente/pdf/pki structure and applicable documents.pdf

Publication frequency
These rules are documented in the respective CPS.
Repository access control

Certificates, revocation lists, the TSPS, the CPS and CPs can be publicly retrieved 24/7 at no cost on
the website https://www.d-trust.net/en/support/repository. The repository service offers at least
98.5% availability. The TSP ensures that in the event of a malfunction, downtime is limited to a
maximum of four hours.

Read only access is unrestricted. Changes in repository and web contents are carried out exclusively
by the TSP.
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against proof of a legitimate interest.
Access to and use of services
These rules are documented in the CP.

Identification and Authentication
Naming

3.1.1 Types of names

These rules are documented in the respective CPS.

3.1.2 Need for telling names

These rules are documented in the respective CPS.

3.1.3 Anonymity or pseudonyms of subscribers

These rules are documented in the respective CPS.

3.1.4 Rules for the interpretation of different name forms

These rules are documented in the respective CPS.

3.1.5 Unambiguity of names

These rules are documented in the respective CPS.

3.1.6 Recognition, authentication and the role of brand names

These rules are documented in the respective CPS.

Initial identity verification

3.2.1 Proof of ownership of the private key

These rules are documented in the respective CPS.

3.2.2 Identification and authentication of organizations

These rules are documented in the respective CPS.

3.2.3 Identification and authentication of natural persons

These rules are documented in the respective CPS.

3.2.4 Non-verified subscriber information

These rules are documented in the respective CPS.

3.2.5 \Verification of request authorization

These rules are documented in the respective CPS.

3.2.6 Criteria for interoperation

See section 1.5.3.
Identification and authentication for re-keying requests

These rules are documented in the respective CPS.
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Identification and authentication for revocation requests

These rules are documented in the respective CPS.

Certificate Life Cycle Operational Requirements

Certificate request and registration

4.1.1

4.1.2

Request authorization

CA certificates are exclusively issued to legal entities.
The specific rules are documented in the respective CPS.

Registration process and responsibilities

The TSP warrants compliance with the registration process. Sub-tasks can be carried out by
partners or external providers under a corresponding agreement if such partners or external
providers fulfil the requirements of the CP, TSPS and the CPS.

Depending on the application path and policy level, certain documents must be agreed to
which then become part of the agreement and therefore legally binding. A related overview
can be found in the repository:

https://www.d-trust.net/files/dokumente/pdf/terms-and-conditions product-service 1.pdf

To send the registration data, communication between the external registration authorities
and the internal registration authority at the TSP end is encrypted and authenticated via an
TLS connection.

Depending on the policy level, the TSP determines the registration process as follows:

QEVCP-w, QNCP-w, EVCP, QCP-l, QCP-l-gqscd
Prior to completing the registration process, the subscriber receives the CP, TSPS, CPS and a
Subscriber Agreement and undertakes to abide by the terms and conditions thereof. The
documents are published. The Subscriber Agreement complies with the requirements of [EN
319 411-1] and [EN 319 411-2]. The application also includes, if necessary, the subscriber’s
consent to the certificates being published. The Subscriber Agreement corresponds to the
requirements of [TLS BR] and [EVGL]. Proof is kept electronically or in printed form.

QCP-n-gscd, QCP-n
Prior to completing the registration process, the subscriber receives the CP, TSPS, CPS and a
Subscriber Agreement and undertakes to abide by the terms and conditions thereof. The
documents are published. The Subscriber Agreement complies with the requirements of
[EN 319 411-1] and [EN 319 411-2]. The application also includes the subscriber’s consent
to the certificates being published or not. The Subscriber Agreement corresponds to the
requirements of [TLS BR] and [EVGL]. Proof is kept electronically or in printed form.

OVCP, DVCP
Prior to completing the registration process, the subscriber receives the CP, TSPS, CPS and a
Subscriber Agreement and undertakes to abide by the terms and conditions thereof. The
documents are published. The Subscriber Agreement complies with the requirements of
[EN 319 411-1]. The application also includes the subscriber’s consent to the certificates being
published. The Subscriber Agreement corresponds to the requirements of [TLS BR]. Proof is
kept electronically or in printed form.
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NCP, LCP
The subscriber receives the CP, TSPS, CPS and a Subscriber Agreement and undertakes to
abide by the terms and conditions thereof. The documents are published. The Subscriber
Agreement complies with the requirements of [EN 319 411-1]. The application also includes
the subscriber's consent to the certificates being published. If the subscriber is not the end-
entity, the subscriber must prove that the obligations under this document and the Subscriber
Agreement have been transferred to the end-entity.

V-PKI
The subscriber receives the CP, TSPS, CPS and a Subscriber Agreement and undertakes to
abide by the terms and conditions thereof. The CPS is published. If the subscriber is not the
end-entity, the subscriber must prove that the obligations under this document and the
Subscriber Agreement have been transferred to the end-entity.
The subscriber must ensure that the private keys from the V-PKI are passed onto and used
by authorized end-entities only.

The specific rules are documented in the respective CPS.

4.2  Processing the certificate request

4.2.1

Performing identification and authentication processes

The customer must be identified before the certification and trust services of D-Trust GmbH
can be used. The registration process and an identification method permitted for the selected
product must be completed and all the required evidence must be furnished.

Natural persons or organizations can be authenticated and further certificate-relevant data
verified before or after submission of the application, but must be completed before
certificates are issued and key material, if any, and PINs are handed over.

Natural persons must be unambiguously identified. In addition to the full name, other
attributes, such as place and date of birth or other applicable individual parameters, must be
used to prevent natural persons from being mistaken. If legal entities are named in the
certificate or if legal entities are subscribers, their complete name and legal status as well as
any relevant register information must be verified.

Identification of natural person is carried out according to section 3.2.3. of the respective
CPsS.

EVCP

A natural person may act in the role of contract signer on behalf of the requester if they can
adequately demonstrate that they have been authorized to represent the legal entity. The
contract signer can authorize one or more natural persons to assume the role of certificate
approver (primary operator). This authorization must be proven and will be verified. In this
case, the TSP verifies the name and title of the contract signer and the certificate approver.
The certificate approver can authorize one or more natural persons to assume the role of
certificate requester.

The requirements of section 11.8 [EVGL] are met.

The TSP checks the following data on the HADDEX sanctions list:

- The name of the applicant, the contract signer, the certificate approver or
- the applicant’s jurisdiction of incorporation, registration or
- place of business.

If an entry is found on this list, cooperation will not take place.
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To check the certificate request signature according to section 11.9 [EVGL] and depending
on the order and distribution process, the following methods are used to securely identify the
signer’s name and title (function at the organization):

1. Use of a correspondingly secure login method that identified the signer prior to signing and
2. use of a digital signature that was created with reference to a correspondingly verified
certificate.

In the event that methods 1 or 2 cannot be used, the applicant can be contacted using one
of the verified communication methods according to section 4 [EVGL], requesting that the
contract signer or the certificate requester confirm that they signed the certificate request.

D-Trust has implemented a process for identifying high-risk certificate requests and for
extended processing of these certificate requests in order to prevent misuse.

The TSP defines the following IDENT procedures for determining the identity of a natural
person, legal entity and, if applicable, their attributes:

PersIdent

Using a valid ID document, the natural person must prove his or her identity in person before
an RA (e.g. the TSP itself, a contractually obliged organization or authority) or an authorized
identification partner who fulfils the requirements of the TSPS and the CPS.

Acceptable documents are ID cards or passports of nationals of a Member State of the
European Union or of a country of the European Economic Area as well as documents offering
an equivalent degree of safety. Identification information is archived as proof.

If the RA of the TSP or the external registration and/or identification office of the TSP is
unable to carry out the personal identification of the subscriber or subject itself, then the
accredited identification procedures from other partners can be used as an alternative.

elD

Natural persons with their place of residence in Germany authenticate themselves using a
valid, official electronic ID function according to Article 9 of the eIDAS Regulation. Accepted
documents are German ID cards or electronic residence permits issued by the Federal
Republic of Germany with an electronic ID function. Identification information is archived as
proof.

NotarIdent

Using a valid ID document, the natural person or authorized representative of a legal entity
must identify themselves in person before a notary who fulfils the requirements of the TSPS
and the CPS. The TSP only accepts identification by notaries who are listed in the accepted
public notary registers in the respective EU Member States. Acceptable documents are ID
cards or passports of nationals of a Member State of the European Union or of a country of
the European Economic Area, as well as documents offering an equivalent degree of safety.
The notary is obliged to respect the relevant data protection requirements. Documents used
as proof are filed.

BotschaftsIdent

Using a valid ID document, natural persons or authorized representatives of a legal entity
can identify themselves in person before a consular officer at a Germany embassy.
Acceptable documents are ID cards or passports of nationals of a Member State of the
European Union or of a country of the European Economic Area, as well as documents offering
an equivalent degree of safety. Identification by a consular officer is confirmed by an official
seal. Documents used as proof are filed.

Dok-Ident

The contents to be verified are compared to the application data on the basis of copies
(printed copies or electronically scanned documents or fax transmissions). An out-of-band
mechanism by phone is used for random queries in order to verify the correctness of
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contents. Permissible documents are those specified for the Pers-Ident procedure, as well as
EU driving licences that have a statutory expiry date, extracts from commercial or equivalent
registers which are not older than six months, doctorate or habilitation certificates as well as
documents of an equivalent importance. Documents used as proof are filed.

Enterpriseldent

The identifying organization contractually takes over all rights and obligations of the identifier
from the TSP and takes over the identification of members of its own organization only. The
natural person must be personally identified by an RA (a person associated with the
organization and identified within the organization, trained and named to the TSP) who meets
the requirements of the TSPS and the CPS, using a valid official identification document.

Permissible documents are ID cards or passports of nationals of a Member State of the
European Union or of a country of the European Economic Area as well as documents offering
an equivalent degree of security. Information on identification and the identifier is archived
as evidence with the organization and kept available at all times for audit purposes.

HR-DB

The TSP enters into an agreement with an organization (subscriber) and stipulates that only
valid data is to be transmitted which meets with the requirements of the CP. As part of
standard personnel processes, the personal identification of an employee is carried out at
least once.

An authorized employee or official of an organization forwards extracts from the
organization’s human resources database and/or requests generated on the basis of such
data to the TSP via a secure communication channel. The organization is obliged to respect
the relevant data protection requirements. The TSP trusts in the correctness and unambiguity
of the data transmitted. At the time the tokens are handed over at the latest, the subscriber
informs the end-entity of the latter’s obligations under the Subscriber Agreement. The
following items are filed:

= electronic or printed copies of the data transmitted,

= confirmation/proof of the forwarder as the organization’s “authorized employee” or
“authorized official”, respectively,

= proof that such data was made available by an authorized employee as well as proof that
the subscriber has consented to the Subscriber Agreement.

When it comes to the identification and authentication of organizations and domains as well as
other certificate-relevant attributes, the following procedures are used to check the application
in order to identify credentials:

C confirmation

An authorized signatory of the organization confirms certificate-relevant information. This is
carried out in writing, with the possibility of electronically signed confirmation being also
accepted. The authorization to sign must be proven either with proof of the organization’s
existence or in another suitable manner. Documents used as proof are filed.

A confirmation

Authorized employees or officials within an organization or trusted third parties (for instance,
partners of the TSP or government bodies) confirm certain certificate-relevant information
which they are authorized to confirm. This is carried out in writing, with the possibility of
electronically signed confirmation being also accepted. Documents used as proof are filed.

Out-of-band mechanisms

The TSP uses out-of-band mechanisms in order to check the correctness of application data
using communication channels and verification methods which the subscriber is unable to
influence. Documents used as proof are documented and filed electronically or in printed
form.
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Proof of operational existence of organizations or natural persons can, for instance, be
provided to the TSP in the form of a bank transfer, direct debit or payment by credit card.
The TSP trusts the bank whose customer is either the organization or the natural person. The
following methods are also permissible on the part of the TSP:

a. Verification by telephone using telephone numbers obtained from a public telephone
directory.

b. Verification via an e-mail address, provided that this e-mail address was obtained from the
QGIS or QIIS registers.

In order to identify natural persons, the TSP can send a letter “by registered mail with
acknowledgement of receipt” to the subscriber whose signature on the receipt is then
compared to the signature on the stored evidence documents or in the application
documents.

The end-entity’s affiliation with an organization can also be verified by way of a verification
letter sent “by registered mail with acknowledgement of receipt” to the organization to the
attention of the end-entity. The signature on the registered letter is compared to the
signature on the stored proof documents or in the application documents. Affiliation with an
organization, e-mail address, contents of extensions as well as any further certificate-
relevant data can also be confirmed in the form of an enquiry by telephone to be made by
the TSP using a public telephone directory.

Register

The application data is compared (or captured) manually or automatically to copies of
extracts from printed or electronic registers. Acceptable registers are registers of government
bodies, so-called Qualified Government Information Sources (QGISs), such as registration
courts, German Federal Central Tax Office, the Federal Financial Supervisory Authority,
professional associations under public law, the German Patent and Trade Mark Office or
equivalent organizations and registers organized under private law, so-called Qualified
Independent Information Sources (QIISs), such as D-U-N-S, comparable business databases,
government bodies organized under private law. Register entries are only accepted as valid
if they do not include attributes of the “invalid”, “inactive” or equivalent types.

Register check as part of PSD2

As part of PDS2 and pursuant to section 5 of [TS 119 495], the register check also
includes a check of the PSD2-specific information issued by the National Competent
Authority (NCA) which is shown in the certificate:

For QEVCP-w, QNCP-w, QCP-l and QCP-I-gscd with PSD2 extension, the role of the
payment service provider (PSP) is additionally checked and included in the certificate.
A payment service provider is assigned one or more roles (RolesOfPSP) by the
National Competent Authority (NCA):

i) Account servicing payment service provider;
OID: id-psd2-role-psp-as { 0.4.0.19495.1.1 }
Role: PSP_AS

i) Payment initiation service provider;
OID: id-psd2-role-psp-pi { 0.4.0.19495.1.2 }
Role: PSP_PI

iii) Account information service provider;
OID: id-psd2-role-psp-ai { 0.4.0.19495.1.3 }
Role: PSP_AI

iv) Payment service provider issuing card-based payment instruments
OID: id-psd2-role-psp-ic { 0.4.0.19495.1.4 }
Role: PSP_IC
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For QEVCP-w, QNCP-w, QCP-l and QCP-l-gscd with PSD2 extension, the National
Competent Authorities (NCAs) will continue to be described by a hame "NCAName”
and an identifier "NCAId”. The European Banking Authority (EBA) has provided a list
of valid values for "NCAName” and “NCAId” which are published in [TS 119 495],
Annex D.

Documents used as proof are filed.

Non-Register

Government bodies/institutions under public law confirm certificate-relevant information with
their official seal and signature. Furthermore, government bodies can also be authenticated
on the basis of legal legitimation. Documents used as proof are filed.

Check within the scope of the administration PKI (V-PKI)
Applicants/contract partners are reported to BSI. As soon as BSI has confirmed the
applicant/contract partner, they are then connected to the CSM and are permitted
to obtain certificates from the V-PKI.

Public bodies

The TSP enters into an agreement with public bodies and stipulates that only data is to be
transmitted which meets with the requirements of the CP. An authorized employee or
official of this public body forwards to the TSP personal data and/or application forms
created on the basis of such data via a secure communication channel. The public body is
obliged to respect the relevant data protection requirements. Moreover, the same
procedures as those of HR-DB apply.

Verification via domain

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP (TLS certificates)
Control over a domain used in a DNS name must be clearly demonstrated by the registered
organization. In this case, the domain is exclusively validated by the TSP itself using the
domain validation methods supported by D-Trust according to the Baseline Requirements
and the methods required or recommended by Mozilla (see section 1.3.2).

D-Trust uses the following domain validation methods according to [TLS BR]:

= 3.2.2.4.2 E-mail, fax, SMS, or postal mail to domain contact: With this method, a random
value is transmitted exclusively by e-mail. The Whois protocol is not used to determine
the e-mail address as a domain contact. If receipt of th random value is correctly proven
to the TSP, the domain is considered validated.

= 3.2.2.4.4 Constructed e-mail to domain Contact: With this method, a random value is
transmitted exclusively by e-mail. This e-mail is structured as follows: local part according
to [TLS BR] section 3.2.2.4.4, followed by an @ sign and followed by the ADN. If receipt
of the random value is correctly proven to the TSP, the domain is considered validated.

= 3.2.2.4.7 DNS change: With this method, a random value is sent by e-mail or a random
value is displayed in the CSM application platform. The secret must be stored in the TXT
record of the ADN or of the ADN provided with a prefix label starting with an underscore.
If the random value is correctly provided to the TSP in this way, the domain is considered
validated.

= 3.2.2.4.13 E-mail to DNS CAA contact: With this method, a random value is transmitted
exclusively by e-mail. The e-mail is sent to the DNS CAA contact. The CAA Resource
Record Set required for this is determined using the search algorithm defined in RFC

8659,
section 3. If the random value is correctly proven to the TSP, the domain is considered
validated.
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= 3.2.2.4.14 E-mail to DNS TXT contact: With this method, a random value is transmitted
exclusively by e-mail. The e-mail is sent to the DNS TXT record e-mail contact of the ADN
for validation of the FQDN. If the random value is correctly proven to the TSP, the domain
is considered validated.

= 3.2.2.4.18 Agreed-Upon change to website v2: With this method, a random value is sent
by e-mail or a random value is displayed in the CSM application platform. If the random
value according to [TLS BR], section is proven in the manner described in section
3.2.2.4.18, the domain is considered validated.

D-Trust documents for each validated domain or FQDN the verification method used,
including the [TLS BR]/[S/MIME BR] version number used at the time. The records are
archived.

ovCP, DVCP
The domain validation methods mentioned are also suitable for validating Wildcard Domain
Names within the scope of OVCP and DVCP. Method 3.2.2.4.18 is the exception and is not
approved for domain validation for wildcard TLS certificates. In addition, the requested
domain will be checked against a “public suffix list” to prevent the issuance of a wildcard
certificate for a registerable portion of a Country Code Top-Level Domain Namespace.

QEVCP-w, QNCP-w, EVCP
No wildcard TLS certificates are issued for this policy level.

QEVCP-w, QNCP-w, EVCP
In the case of TLS certificates with QEVCP-w, QNCP-w and EVCP level, the domain name
is additionally checked against blacklists of known phishing domains and other blocklists.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP
Domain names not subject to a registration obligation, domains of the top-level domain
".int" as well as top-level domains in general and onion certificates are not permitted.

In order to prevent attacks, such as the "homographic spoofing of Internationalized Domain
Names (IDNs)", D-Trust has IDNs individually checked by validation specialists. The release
is carried out according to the four-eyes principle. If there are any concerns, the issuance of
certificates will be refused.

If e-mail addresses are used as part of domain validation, the e-mail addresses must be used
in the TSP validation process as found in the approved sources.

The results of the enquiry are filed.

Control over the mailbox

NCP, LCP
Control of a mailbox (P.O. box) must be demonstrated by the organization registered in the
certificate request using one of the following methods:

* Via domain
Domain verification is carried out in the same way as in the previous section “Verification
via domain” for TLS certificates.

* Via e-mail

The TSP sends an e-mail with a secret to the e-mail address to be confirmed, receipt of
which must be confirmed within 24 hours (challenge response/secret exchange). Once
validation has been completed, the associated certificate must be issued within 30 days.

QCP-n-qscd, QCP-n
E-mail addresses from natural persons are not checked.

The results of the enquiry are filed.

Teil der
Date (_)f release 2023-11-21 Bundesdruckerei-Gruppe I:CI .
Effective date 2023-11-22 Page 20/48



r
D-TRUST Trust Service Practice Statement (TSPS) d-tru St.

IP addresses
IP addresses are not validated and are not permitted.

CAA
CAA stands for Certification Authority Authorization. This Resource Record (according to
RFC8659) determines which CA is authorized to issue TLS certificates for the Internet domain.

When it receives the application and immediately before activating the certificate, D-Trust
checks Fully Qualified Domain Names (FQDNSs) for a corresponding CAA entry in the "issue"
and "issuewild" field. Validated domains can be used for certificate generation if the CAA
entry is empty or if the domain holder entered D-Trust as the CA (d-trust.net, dtrust.de,
d-trust.de,).

D-Trust does not issue TLS certificates if a different CA is stated in the “issue” or “issuewild”
field of the CAA Resource Record.

4.2.2 Acceptance or rejection of certificate requests
The four-eyes principle is used, as a minimum, when checking the certificate contents and
the related proof.
In the event that any inconsistency occurs during identity verification or during validation of
the data in the certificate application or of the proof documents that cannot be fully resolved,
the application will be rejected.
Other reasons for rejection include:
=  Suspected violation of third-party name rights
= Non-adherence to deadlines for proof of data
= Payment arrears of the applicant in relation to the TSP
= Circumstances that give rise to the suspicion that issuing a certificate could or would bring
the operator of the CA into disrepute (e.g. due to suspected phishing or other fraudulent or
malicious use)
= If the requirements of sections 6.1.5 and 6.1.6 of the TSPS are not met when generating
the key pair
= If there is a clear indication that the specific method for generating the private key was
incorrect
= If the TSP is aware that the method used by the requester to generate their private keys
could be compromised
= If the TSP is aware that the requester's private key was previously compromised, e.g.
according to provisions of section 4.9.1.1 [TLS BR], or
= Ifthe TSP is aware, based on the public key, that the requester has used a weak method to
calculate the private key, e.g. a Debian weak key
The TSP is entitled to reject certificate applications without giving reasons.
V-PKI
If certificate applications are rejected by D-Trust, the reason for rejection will be stated.
When the TSP receives PKCS#10 or other certificate requests, the contents thereof are
checked by the TSP for correctness.
NCP, LCP, QCP-n-gqscd, QCP-n, QCP-I-gscd, QCP-I
Certain certificate contents (for instance, O or OU) can be determined by agreement.
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4.2.3

If the TSP receives certificate data in advance via a client-enabled online interface, the
certificate data can be checked in advance. When the actual certificate request is forwarded
after checking by the TSP, certificates can be issued immediately.

The request is not deemed to be unconditionally accepted until the TSP has made a positive
decision regarding the certificate request and the certificate requested has been handed

over.

Deadlines for processing certificate requests

There are no rules regarding the deadlines for processing certificate requests.

4.3 Certificate issuance

4.3.1

4.3.2

Procedure of the TSP for issuing certificates

Digital certificates are produced in the high-security area of the trust service provider. The
technical events for creating certificates are logged and/or recorded in auditable form.

When QSCDs are created, the TSP logs or records all events in an auditable manner.
When a certificate is created, it is ensured that the correct time is used.

The TSP either files the complete request documentation in accordance with section 5.5 in
auditable form, or the TSP concludes agreements with partners pursuant to which the
complete application documents and/or requests have to be filed in a secure manner until
the period according to section 5.5.2 expires. This application documentation can be assigned
to the certificate created at any time.

The specific rules are documented in the respective CPS.
Notification of the subscriber that the certificate was issued
The subscriber does not receive separate notification after the certificate has been issued.

The specific rules are documented in the respective CPS.

4.4 Certificate handover

4.4.1 Certificate handover procedure
The specific rules are documented in the respective CPS.
The subscriber is obliged to check that the certificate contents are correct before using the
certificate.
In the event that the subscriber detects errors in the certificates or during their use, the
subscriber must communicate this to the TSP without delay. The certificates will then be
revoked.
Incorrect data in the certificate is only deemed to be a contractual defect within the meaning
of the law in as far as the TSP performs a check of the data affected by such defect according
to this CPS. Otherwise the relevant rules for remedial measures according to the applicable
General Terms and Conditions [AGB] are applicable to defects and their existence.
Acceptance by the customer does not take place as the delivery constitutes a service rather
than a work within the meaning of German civil law.

4.4.2 Publication of the certificate by the TSP
These rules are documented in the respective CPS.
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4.4.3 Notification of other PKI entities concerning the issuance of the certificate

These rules are documented in the respective CPS.

Key pair and certificate usage

4.5.1 Use of the private key and of the certificate by the subscriber

These rules are documented in the respective CPS.

4.5.2 Public key and certificate usage by relying parties

The certificates issued by D-Trust can be used by all relying parties. However, they can only
be relied upon if:

1) the certificates are used in line with the types of use shown there (key use, extended key
use, restricting extensions, if applicable).

2) all other precautionary measures determined in agreements or otherwise were taken> and if
any restrictions in the certificate as well as any application-specific measures were taken by
the relying party and found to be compatible.

3) the verification of the certificate-chain is carried out successfully right through to the trusted
root certificate. This is done, to validate the trust status of the PKI (e.g. EU Trusted List
according to eIDAS® or roots stores of software providers).

4) itis verified that the certificate is not listed as revoked on the associated Certificate Revocation
List (CRL), or the status of the certificates is checked via the Online Certificate Status Protocol
(OCSP) and the outcome is positive’.

If the check mechanism from point 3 did not work, the existence and validity of a certificate
can be checked via the Online Certificate Status Protocol (OCSP).

The specific rules are documented in the respective CPS.
Certificate renewal
These rules are documented in the respective CPS.
Certificate renewal with re-keying
As a rule, any changes to the information, which should be taken into consideration when renewing

the certificate, must be notified to D-Trust GmbH no later than six weeks prior to expiration of the
certificate.

The specific rules are documented in the respective CPS.
Certificate modification

Certificate modification is not offered.

5 https://www.d-trust.net/en/support/repository
6 Regulation (EU) No 910/2014

Y Positively verified means that a third party can determine via the OCSP status query that D-Trust has issued
the requested certificate. See section 7.3.
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4.9 Certificate revocation and suspension

4.9.1 Conditions for certificate revocation
The procedures of the TSP fulfil the requirements of [EN 319 411-1].

QEVCP-w, EVCP
The procedures of the TSP additionally fulfil the requirements of [EN 319 411-2] and
[EVGL].

QCP-l, QNCP-w
The procedures of the TSP additionally fulfil the requirements of [EN 319 411-2].

Subscribers, third parties concerned, or other third parties are called upon to immediately
request revocation if they suspect that private keys have been compromised or that any
content data of the certificate is no longer correct (for instance, termination of the
subscriber’s affiliation with an organization).

If the subscriber applies for revocation, this will be executed immediately. If a third party
concerned or any other third party applies for revocation, a risk assessment is carried out
prior to revocation. The subscriber is informed in advance about the consequences of
revocation.

A certificate is revoked, for instance, under the following circumstances:

»= if requested by the subscriber and/or the third party concerned (for instance, the
organization named in the certificate),

= if the certificate was issued on the basis of incorrect data,

» if the original certificate request was not authorized and the authorization is not granted
retroactively,

» if the TSP becomes aware that the private CA or EE key has been communicated to an
unauthorized person or organization that is not affiliated with the subscriber,

» if the private key of the subscriber associated with the public key in the certificate has
been compromised,

= if it can be proven to the TSP that the associated private key can be calculated based on
the public key in the certificate,

= if it can be proven to the TSP that the domain authorization or validation via the FQDN in
the certificate cannot be trusted,

= if the TSP determines that the certificate has not been issued in accordance with the
applicable CP; TSPS, CPS and [TLS BR] or that the sub-CA does not meet the
requirements of the applicable CP, TSPS, CPS or [TLS BR],

= if the TSP determines that the requester has breached the Subscriber Agreement or the
applicable CP, TSPS, CPS or [TLS BR],

= if certificate contents that were valid at the time the request was submitted become invalid
during the validity period, e.g. due to a change in name or loss of organizational affiliation,

= if the TSP discontinues its activities and if such activities are not continued by another TSP.

Qualified certificates with PSD2 extension
In the case of qualified website authentication certificates (QWACs) with PSD2
extension, the National Competent Authorities (NCAs), as the issuer of the
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PSD2-specific information, are authorized to initiate revocation if the information in
section 4.2.1 (Register) published by these authorities has been changed and this
can affect the validity of the certificate.

Revocation of a qualified website authentication certificate (QWAC) with PSD2
extension is additionally carried out pursuant to section 6.2.6 [TS 119 495] under
the following conditions:

= the authorization of payment service provider (PSP) has been revoked,
" any role of the payment service provider (PSP) included in the certificate has been
revoked.

Irrespective of the foregoing, the TSP is entitled to revoke certificates if:

= D-Trust as the trust service provider (TSP) is obliged by law to revoke the certificate,
» the private key of the issuing or of a higher-level CA has been compromised,
» the certificate of the issuing or of a higher-level CA has been revoked,

= weaknesses are detected in the encryption algorithm used which pose serious risks for the
permitted applications during the certificate life cycle,

= the hardware and software used show security shortcomings which pose serious risks for
the permitted applications during the certificate life cycle,

= unambiguous assignment of the key pair to the subscriber is no longer ensured,
»= a certificate was obtained on the basis of false data,
= there are reasonable grounds to suspect that a certificate is being misused,

» the customer is in default with payment after two reminders, or has violated the applicable
General Terms and Conditions [AGB],

» the contract was terminated or expired in any other manner,

= the CA is transferred to another TSP without the relevant revocation information of the
issued EE certificates being transferred too.

NCP, LCP
Certificates that are capable of signing or encrypting e-mails and contain an e-mail address are
also subject to the revocation reasons listed in Mozilla Root Store Policy 2.7, Chapter 6.2.
Depending on the reason for revocation, the certificate must be revoked within 24 hours or can
be revoked within five days.

EVCP, OVCP, DVCP, QEVCP-w, QNCP-w
The deadlines set out in section 4.9 of [TLS BR] are complied with. A certificate of a
subscriber or of an issuing CA is revoked if at least one of the revocation reasons from
section 4.9 of [TLS BR] applies.

Pursuant to [TLS BR], the TSP offers PKI entities and third parties an additional 24x7
service for TLS certificates and for their issuing or higher-level CA. This service can be used
in cases of suspicion to report that a private key has been compromised, a public key
misused as well as fraud or technical non-conformities.

Security incidents with D-Trust certificates can be described and reported according to
section 1.5.2 of the CP.

Revocations are marked with the time of revocation. Retroactive revocation is not possible.
Furthermore, revocation cannot be reversed.
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Parties authorized to request revocation must identify themselves according to section 3.4
of the applicable CPS. Revocation requests that cannot be authenticated are neither
accepted nor executed.

4.9.2 Authorization to revoke
The TSP is generally authorized to revoke certificates.
Subscribers are always authorized to revoke their certificates if they can authenticate
themselves to the TSP.
If a certificate contains information regarding the subscriber’s power to be represented by a
third party, such third party is also authorized to request revocation of the certificate
concerned.
If a certificate contains official, professional or other information about a person (e.g. “tax
advisor”), then the third party who consented to the inclusion of such information in the
certificate, or the body responsible for the official, professional or other information about
the person, may also demand its revocation if the power of representation or the conditions
for the official, professional or other information about the person should cease to exist
after inclusion in the certificate.
Additional third parties authorized to request revocation can be specified and will then
always be authorized to request revocation of these certificates.
Any person who is able to state the correct revocation password to the TSP is deemed to be
authorized to request revocation.
EVCP, OVCP, DVCP, QEVCP-w, QNCP-w
In principle, any other third party can submit a certificate problem report in accordance
with CP 1.5.2. In justified cases, the TSP revokes the certificate in accordance with
section 4.9 of [TLS BR].
4.9.3 Revocation request procedure
General information regarding certificate revocation can be retrieved via the following
website:
https://www.d-trust.net/en/support/revocation
The specific rules are documented in the respective CPS.
4.9.4 Revocation request deadlines
The end-entity or subscriber is solely responsible for ensuring that they or a person authorized
to request revocation on their behalf immediately request revocation as soon as reasons for
revocation of the respective certificate become known.
4.9.5 Time span for processing a revocation request by the TSP
These rules are documented in the respective CPS.
4.9.6 Methods available for checking revocation information
These rules are documented in the respective CPS.
4.9.7 Publication frequency of certificate revocation lists
These rules are documented in section 2.3 of the respective CPS.
4.9.8 Maximum latency time for certificate revocation lists
These rules are documented in the respective CPS.
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4.9.9 Online availability of revocation information

These rules are documented in the respective CPS.

4.9.10 Need for online verification of revocation information

There is no obligation for online validation of revocation information.

4.9.11 Other forms for notification of revocation information

No stipulation.

4.9.12 Special requirements if the private key is compromised
D-Trust revokes a certificate due to a compromised private key if key compromise can be
proven using one of the following methods:

"  Transmission of the compromised private key or

®  Signing of a CSR with the common name entry "Proof of Key Compromise for D-TRUST" by
the compromised private key

D-Trust provides a Certificate Problem Report for reporting a key compromise with TLS
certificates. In the case of all other certificates, the report is sent to an e-mail address. This
is described in the section 1.5.2 of the CP and must be used.

If a key compromise is successfully proven, D-Trust will revoke the certificate according to
the specifications in section 4.9. of [TLS BR].

4.9.13 Conditions for suspension

Certificate suspension is not offered.

4.10 Certificate status query service

4.11

4.10.1 How the certificate status query service works

The certificate status query service is available via the OCSP protocol. The availability of the
service is indicated as a URL in the certificates.

The formats and protocols of the services are described in sections 7.2 and 7.3 of the
respective CPS.

The system time of the OCSP responder is synchronized daily using the DCF77 time signal
and reliable time servers (NTP) on the Internet.

4.10.2 Availability of the certificate status query service

The status check service is available 24 hours a day, 7 days a week and has an availability
of 99.95%. The TSP ensures that in the event of a malfunction, downtime is limited to a
maximum of four hours.

The requirements of section 4.10.2 of [TLS BR] are met.

4.10.3 Optional services

No stipulation.
Withdrawal from the certification service
The validity of the certificate ends on the expiry date shown in the certificate. The request to revoke

a certificate by a subscriber or third party authorized to request revocation leads to revocation by
the TSP. The TSP’s main contractual duties are thereby completely fulfilled.
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If revocation lists are offered within a trust service, as soon as the trust service is discontinued a last
CRL with the entry "99991231235959Z" will be created in the nextUpdate field and published.

If a trust service offers an OCSP information service, OCSP information is usually signed with an
OCSP signer certificate from the respective PKI of the EE certificate. If this is no longer possible
(revoked, expired), an OCSP signer certificate from a CA with identical security (identical level, e.g.
eIDAS or Basic) is used.

Key escrow and recovery

These rules are documented in the respective CPS.

4.12.1 Conditions and procedures for escrow and recovery of private keys

These rules are documented in the respective CPS.

4.12.2 Conditions and procedures for escrow and recovery of session keys

These rules are documented in the respective CPS.

Facility, Management and Operational Controls

The specific rules are documented in the respective CPS.

D-Trust operates an Information Security Management System (ISMS) in accordance with ISO/IEC
27001. Operation of the TSP is subject to this ISMS. An Information Security Policy regulates the binding
requirements for operation. This was approved by the management of D-Trust GmbH and communicated
to all employees of the TSP. The Security Policy is reviewed and updated each year, and also on an event
basis.

If changes due to processes or operations lead to an update of the Security Policy, the resulting
changes for TSP operation must be approved by management. The updated and approved Security
Policy must be communicated promptly by the managers to all the employees concerned. Compliance
with the Security Policy is mandatory for employees. At least once a year, employees receive
instruction in existing and updated security rules.

With the exception of a few identification services, no other TSP activities are outsourced to external
service providers. Where applicable, necessary aspects of the Security Policy will also become
mandatory for service providers.

Physical controls

An infrastructure security concept documents the physical controls in detail. The implementation of
this concept has been audited by a recognized conformity assessment body. D-Trust GmbH has
received accreditation for the security area of the TSP, confirming that this area meets all high-
protection requirements of the Trusted Site Infrastructure catalogue, TSI V3.2 Level 3 (according to
the catalogue of audit criteria for a “Trusted Site Infrastructure” issued by TUV Informationstechnik
GmbH). The audit for re-accreditation is repeated every two years.

Procedural controls

5.2.1 Roles and authorization concept

Documentation includes a role and authorization concept where TSP management assigns
employees to one or more roles with these employees then receiving corresponding
authorizations in a managed process. The authorizations of the individual roles are limited to
those authorizations which these roles need to fulfil their tasks. The assignment of
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authorizations is revised by security management on a regular basis, and authorizations are
cancelled immediately when no longer needed.

Roles with security responsibility for TSP operation, known as “Trusted Roles” (including the
tasks of security officer, system administrator, system operator, system auditor, registration
officer, revocation officer and validation specialist) are defined in D-Trust’s authorization
concepts. These roles may only be assumed by competent and reliable employees. Employees
who are assigned these roles receive separate instruction and must actively confirm their
acceptance of such roles.

Job descriptions are created for the respective roles. These define the tasks as well as the
minimum level of qualification and experience required for each role. An employee can
perform one or more roles on condition that these roles are not mutually exclusive. Employees
must also prove that they have the qualifications and experience required for these roles.

Employees receive regular training to ensure that they can perform their roles and assume

the related responsibilities. Information security management regularly initiates awareness-
raising activities to ensure that the applicable security rules are adhered to. Employees can
attend training courses in order to qualify for further roles.

The requirements for the roles are documented in the job descriptions and can be viewed by
employees at any time.

In the case of mutually exclusive roles, an employee can assume only one such role (four-
eyes principle). A risk assessment is carried out on a regular basis.

Employees working in the area of certification and revocation services act independent and
are free from commercial and financial constraints that could influence their decisions and
acts. The organizational structure of the TSP considers and supports employees in the
independence of their decisions.

5.2.2 Four-eyes principle
The four-eyes principle is the minimum requirement for particularly security-critical
operations. This is ensured by technical and organizational measures, such as access
authorization and verification of knowledge.
When validating subject data (especially TLS certificates), it is ensured that an experienced
validation specialist is called upon and works according to the four-eyes principle.
Security-critical systems used for certificate issuance are generally protected by multi-factor
authentication.

5.2.3 Identification and authentication for individual roles
Before being allowed to access any security-critical applications, the employee concerned
must have been successfully authenticated. Only authorized and identified employees may
access security-critical areas. Event logs enable the identification of employees who
performed past actions; these employees are accountable for their acts.

5.2.4 Role exclusions
The role concept includes various role exclusions in order to prevent any conflict of interests,
ensure the four-eyes principle and avoid any harmful behaviour.
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controls

These rules are documented in the respective CPS.

5.3.1 Qualifications, experience and clearance requirements
The TSP ensures that persons employed in the area of the certification service have the
knowledge, experience and skills necessary for this activity. This includes, among others, the
requirements of [TLS BR] and [EVGL].
The identity, reliability and professional qualifications of employees are verified before they
commence work. Regular and demand-driven training ensures competency in the respective
fields of activity as well as general information security. Training and proficiency checks are
documented.
Line managers, in particular, are selected according to special criteria. They must
demonstrate that they have knowledge of security procedures for staff with security
responsibility and that they have sufficient experience of information security and risk
assessment in relation to the trust service provided. Evidence can be provided in the form of
certificates and CVs. If the required qualification cannot be proven sufficiently, it must be
acquired through appropriate training before the employee can take over management
functions.

5.3.2 Background checks
Individuals who work in security-relevant areas of the TSP are also regularly required to
present clearance certificates.

5.3.3 Training
The TSP trains certification service personnel. The aim is for each staff member to be
thoroughly familiar with the verification tasks and for all staff members to implement the
instructions in the same manner in order to detect and prevent common threats to the
information verification process (including phishing and other social engineering tactics).
Training covers the requirements from the company’s own certification practices as well as
external applicable requirements (e.g. TLS BR, ETSI, BSI).
Employees who fail to attend mandatory training may be excluded from security-relevant
activities.
The TSP also operates an ISMS certified according to ISO 27001 that provides employees
with security-relevant rules and/or rules of conduct.

5.3.4 Frequency of training and information
The TSP trains certification service personnel at the beginning of their employment, annually
and as required.

5.3.5 Job rotation frequency and sequence
Role changes are documented. The corresponding employees are trained.

5.3.6 Sanctions for unauthorized actions
The TSP does not employ any unreliable persons in the certification service.
Violations by employees of the policies or processes of TSP operations are analyzed and
evaluated. If the relationship of trust cannot be ensured, these employees are excluded from
security-relevant activities.
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5.3.7

5.3.8

Independent contractor requirements

External personnel working in the field of trust services fulfil the requirements laid down in
section 5.3 of this TSPS and are subject to the sanctions laid down in section 5.3.6 of this
TSPS.

Documentation supplied to personnel

Comprehensive process instructions and procedures for all activities define the relevant
employee roles and rights as well as the corresponding manual and automated checks. The
technical security infrastructure of D-Trust GmbH ensures that deviations from these defined
processes are not possible.

5.4  Audit logging procedures

5.4.1

5.4.2

Monitoring access

Video surveillance and tracking are used to monitor access.

Visitors must be reported in name at least 24 hours before arrival and must be accompanied
by a TSP member of staff at all times.

Risk monitoring

Relevant assets are correctly identified, and any changes to these assets are checked or, if
applicable, released by the TSP staff commissioned by management. Based on this, risks are
then identified, analyzed, assessed, handled and monitored.

A risk analysis is carried out at least once a year. This provides a comprehensive analysis of
threats to the TSP’s operations and defines requirements and counter-measures.
Furthermore, an analysis of the residual risks shows the appropriateness of the residual risk
and, if reasonable, this is accepted by management.

5.5 Records archival

5.5.1 Types of records archived
A distinction is made between electronic and printed documents.
Documents archived are the complete application documents, documents concerning
procedures (CP, TSPS, CPS), certificates, revocation documentation, electronic files and
reports/logs regarding the certificate life cycle. Events are recorded, including related time
information. If applicable, this also includes the corresponding system reports/logs that were
generated as part of the stated events.
QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP

The events specified in section 5.4.1 of [TLS BR] are, as a minimum, logged in an auditable
form.

The TSP ensures that unauthorized modification of the data archived by it is not possible
during the archiving periods.
Furthermore, security-relevant events are suitably recorded. The system time is
synchronized daily using the DCF77 time signal and reliable time servers (NTP) on the
Internet.

5.5.2 Retention period for archive
The traceability of the identification procedure used as the basis for issuing a certificate is a
quality feature of the certificate. Application and verification documents as well as data
concerning the certificate life cycle and the certificates themselves are created and archived
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5.5.3

5.5.4

according to the statutory storage periods or those specified in certifications and depending
on the specific product®.

QCP-n-qgqscd, QCP-n , QCP-I-gscd, QCP-I
In the case of qualified signature and seal certificates, the provisions of section 16 (4) of
the Trust Services Act (VDG) on permanent archival apply to certificates, identification
data, including contact data. This corresponds to the entire duration of operations by the
trust service provider (TSP).

Before discontinuing its operations, the TSP is required to hand over the data to the Federal
Network Agency or another qualified TSP.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP
According to section 5.5.2 of [TLS BR], archiving certificate verification data, such as
application data, identification data, revocation data and the certificates themselves, is
subject to a retention period of seven years after the certificate has lost its validity.

For the audit logs defined in section 5.4.3. of [TLS BR], a retention period of at least two
years is applicable.

NCP, LCP, V-PKI
As part of archiving certificate verification data, for instance, application data, identification
data, revocation data and the certificates themselves, the data is stored for a period of at
least seven years in the context of LCP and NCP and ten years in the context of V-PKI after
the certificate has lost its validity.

Audit logs must be stored for a period of at least two years.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP, V-PKI
Before operation is discontinued, the archived data is transferred to another (qualified)
trust service provider (TSP) or to Bundesdruckerei. Bundesdruckerei has warranted to the
TSP compliance with the minimum requirements regarding retention periods.

Certificates and registration data are archived and tracked by the TSP or by contractually
bound partners or external providers that meet the requirements of the CP, TSPS and CPS,
so that this archived data can be used in case of a necessary backup. The requirements of
TR-03145-1 section 6.10 should be observed.

The period begins after expiration of the term of validity of the certificate that was issued last
on the basis of these documents.

Event logs of IT systems are stored for at least 90 days. Video recordings of persons and
recordings of administrative activities are stored for a period of 90 days.

The system time for the archival system is synchronized daily using the DCF77 time signal
and reliable time servers (NTP) on the Internet.

Archive protection
The archive of the trust service provider (TSP) is located in secure rooms and is subject to
the role and access concept of the TSP.

Archive data backup

Confidentiality and integrity of data are maintained. Documentation is set up immediately so
that subsequent changes are discovered. Both European and German data protection
requirements are adhered to.

8 If, in addition to the non-qualified certificates of the Root PKI, the token also contains other qualified end-entity

certificates, the archival periods of such certificates will then apply.

Date of release 2023-11-21 Zider gy

Effective date 2023-11-22 Page 32/48

Bundesdruckerei-Gruppe



5.6

5.7

r
D-TRUST Trust Service Practice Statement (TSPS) d-tru St.

5.5.5

5.5.6

5.5.7

Requirements for time stamping of records

The TSP operates a time-stamp service in accordance with [eIDAS] (see section 6.8 of the
Cloud CPS).

Archiving (internally/externally)

Archiving is carried out internally at the TSP as well as externally in rooms affording
equivalent protection.

Procedure for obtaining and verifying archive information

The process of obtaining and verifying archive information is subject to the role concept of
the trust service provider (TSP).

Key change at the TSP

In due time before a CA or sub-CA expires, new CA or sub-CA keys are generated, and new CA or
sub-CAs set up and published. This also applies to service certificates if these are relevant.

Compromise and disaster recovery at the TSP

5.7.1

5.7.2

5.7.3

Incident and compromise handling procedures

The TSP has a contingency concept and a restart plan which are known to the roles involved
and which can be implemented by these roles when necessary. Responsibilities are clearly
distributed and are known.

Should a system recovery be necessary, the responsibilities and corresponding “Trusted
Roles” are laid down in D-Trust’s authorization concept and are known to the respective
employees. See section 5.2.1.

Recovery after resources have been compromised

Recovery procedures have been defined for restoring the operating capability of the TSP.
Backups are made on a daily basis and after changes. Backups are stored in a different fire
zone. The recovery of critical CA systems is regularly tested in emergency drills.

Compromising of the private CA key

In the event of compromising or communication of uncertainty of algorithms or associated
parameters, the TSP will initiate the following:

= The CA certificates concerned as well as their certificates already issued and not yet expired
will be revoked.

= The subscribers involved will be informed about the incident and its effects.

= The root CA operators affected, of whose root CA D-Trust operates a sub-CA, will be
informed about the incident.

= The respective supervisory body and in the case of publicly trusted CA certificates the
Certificate Consumer members of the CA Browser/Forum will be informed and the incident
published on the websites of the TSP together with a statement that any certificates that
were issued by this CA are no longer valid and that the revocation status can be verified.

The analysis of the reasons for the compromise will be used, if possible, to take suitable
measures in order to prevent future cases of compromise. Taking the reasons for the
compromise into consideration, new CA signature keys will be generated and new CA
certificates issued.
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5.7.4 Disaster recovery options

In an emergency, the TSP decides, depending on the type of incident, whether a recovery of
the backup of the CA described in section 6.2.4 is to be carried out or whether the procedure
described in section 5.7.3 is to be adopted in the case of compromise. Following this, an
attempt is made to return to normal operations with all of the necessary services for a
subscriber being restored.

Closure of the TSP or termination of services

D-Trust has a continuously updated termination plan.

When the services of CAs are terminated, the TSP informs all subscribers and terminates all access
possibilities for the TSP’s subcontractors with regard to the CAs concerned. All certificates issued by
the CAs concerned which are still valid are revoked. The private CA keys concerned are destroyed.

In the event of scheduled discontinuation of its operations, the TSP will inform all end-entities,
subscribers and third parties in advance.

The repository service and request documents as well as the repository (CP, CPS, TSPS and CA
certificates) will be handed over to Bundesdruckerei GmbH and continued there under equivalent
conditions. Continuation of the repository service until the end of the term of validity of the EE
certificates is warranted and will be handed over either to another TSP or to Bundesdruckerei GmbH.

Bundesdruckerei has warranted to the TSP compliance with these minimum requirements.

On termination of operations, all functionalities of the CAs concerned will be discontinued.

QCP-n-gscd, QCP-n, QCP-l-gscd, QCP-I
The certificate database together with the revocation information and the repository (CP, TSPS,
CPS and CA certificates) are transferred to the Federal Network Agency in accordance with
sec. 16 (1) VDG.

Technical Security Controls

The descriptions contained in this section refer to the PKI services addressed in this TSPS and which
are operated at D-Trust GmbH.

Key pair generation and installation

6.1.1 Generation of key pairs

CA keys and keys for service certificates are generated in a “FIPS 140-2 Level 3” OR a
CC-evaluated (according to Protection Profile EN 419 211-5) hardware security module
(HSM). The HSM is located in the high-security area of the trust service provider. The key
ceremony takes place according to defined procedures. Depending on the CA, the key
ceremony is performed by trusted roles in the presence of the security officer and, if
necessary, under the supervision of an independent third party. The activities during the key
ceremony are checked and recorded using a checklist. During key generation, the
enforcement of the role concept and thus the 4-eyes principle is enforced by the voluntary
entry of the activation data for signature generation of the CA certificate. Whenever CA keys
are generated, an independent auditor is present if necessary or, following key generation,
the auditor can use a video recording in order to verify that the key generation process was
carried out correctly. Furthermore, the creation of CA keys and, if applicable, service
certificates will be documented depending on the policy level:

= QCP-n-gscd, QCP-n, QCP-I-gscd, QCP-I, QNCP-w: [EN 319 411-1] and [EN 319 411-2],
= QEVCP-w: [EN 319 411-1], [EN 319 411-2], [TLS BR] and [EVGL],
= LCP, NCP: [EN 319 411-1] and [S/MIME BR],
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= DVCP, OVCP: [TLS BR],
» EVCP: [TLS BR] and [EVGL].
» V-PKI: BSI [TR-03145-1].

The specific rules are documented in the respective CPS.

6.1.2 Private key delivery to subscribers

These rules are documented in the respective CPS.

6.1.3 Public key delivery to the TSP

These rules are documented in the respective CPS.

6.1.4 CA public key delivery to relying parties

These rules are documented in the respective CPS.

6.1.5 Key lengths

RSA keys with a key length of at least 2048 bits are currently used for CA and service
certificates.

ECC keys with 384 bits are used for the new root CAs and sub-CAs with policy levels DVCP,
QCP-n and QCP-I.

RSA keys with a key length of at least 2048 bits and ECC keys with a key length of at least
256 bits are currently used for EE certificates.

V-PKI
RSA keys with a key length of at least 3072 bits are currently used for EE, CA and service
certificates.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP
The RSA key lengths used can be divided by modulus 8.

The signature and encryption algorithms are referred to in section 7.1.3.

6.1.6 Determining the key parameters and quality control
This TSPS explains the respective definitions for the following policy levels:

= OVCP, DVCP, NCP, LCP: Service, CA and EE certificates are issued on the basis of keys
that comply with [ETSI-ALG], [EN 319 411-1] and [TLS BR] in their latest applicable version
in as far as compatibility in the use environment is ensured.

= QEVCP-w, EVCP: CA and EE certificates are exclusively issued on the basis of keys that
comply with [ETSI-ALG], [EN 319 411-1], [EN 319 411-2], [TLS BR] and [EVGL] in their
latest applicable version.

= QNCP-w: CA and EE certificates are exclusively issued on the basis of keys that comply with
[ETSI-ALG], [EN 319411-1], [EN 319 411-2], and [TLS BR] in their latest applicable version.

» QCP-l, QCP-lI-gscd, QCP-n-qscd, QCP-n: EE certificates are exclusively issued on the
basis of keys that comply with [ETSI-ALG], [EN 319 411-1] and [EN 319 411-2] in their
latest applicable version.

V-PKI: EE certificates are issued on the basis of keys that were generated for federal
government projects according to cryptographic specifications from BSI [TR-02102-2].
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6.1.7

Private

6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP
For ECDSA key pairs, the TSP ensures that the key represents a valid point on the NIST P-256,
NIST P-384, or NIST P-521 elliptic curve.

The signature and encryption algorithms are referred to in section 7.1.3.

Key usage purposes

Private root CA keys are exclusively used to sign CA certificates, service certificates (e.g.
OCSP service certificates) and certificate revocation lists. All other private CA keys are used
to sign CA certificates, service certificates, EE certificates and certificate revocation lists (see
7.1.2).

The EE keys may only be used for the types of use stated in the certificate. The types of use
are defined in the keyUsage and extKeyUsage fields in the certificate and may be restricted
by further extensions (see section 7.1.2).

Private keys of service certificates for time stamps are used exclusively within the scope of
the time-stamp service.

key protection and cryptographic module engineering controls

Cryptographic module standards and controls

Throughout their entire life cycle (including delivery and storage), the modules are protected
against manipulation by suitable technical and organizational controls.

The CA keys are protected by an HSM that was evaluated according to FIPS 140-2 Level 3
OR according to Common Criteria (pursuant to Protection Profile EN 419 211-5).

The specific rules are documented in the respective CPS.

Private key (n out of m) multi-person control

These rules are documented in the respective CPS.

Private key escrow

These rules are documented in the respective CPS.

Private key backup

A backup of the private CA keys exists. A CA key backup must be carried out at the HSM by
two persons authorized for this activity and takes place in the secure environment of the trust
service provider. The backup system is subject to the same requirements and backup
measures as the productive system. Recovery of private keys also requires two authorized
persons. Further copies of the private CA keys do not exist.

The specific rules are documented in the respective CPS.

Private key archival

Private CA and EE keys are not archived.

Transfer of private keys to or from cryptographic modules

Transfers of private CA keys to or from the HSM are limited to backup and recovery purposes.
Adherence to the 4-eyes principle is compulsory. Private CA keys exported to/imported from
another HSM are protected by encryption.

The specific rules are documented in the respective CPS.
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6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

Storage of private keys in cryptographic modules

The private keys for CA and service certificates are contained in encrypted form in the HSM.

The specific rules are documented in the respective CPS.

Activation of private keys

The private CA and service keys can only be activated according to the 4-eyes principle, by
the authorized roles and for the permitted types of use (keyCertSign, cRLSign).

The specific rules are documented in the respective CPS.

Deactivation of private keys

The private keys for CA and service certificates are deactivated by termination of the
connection between the HSM and the application by the Trusted Roles provided for this
purpose.

The specific rules are documented in the respective CPS.

Destruction of private keys

When the scheduled useful life of the private CA keys expires, these keys are deleted by the
Trusted Roles provided for this purpose. Useful life is determined in accordance with ETSI
ALGO Paper TS 119 312 and SOG-IS. This is accomplished by deleting the private key on the
HSM and simultaneous deleting of the backups on data media. When the HSM is shut down,
the private keys in the device are deleted.

When the files containing the private EE key are deleted, the private key is then also
destroyed.

The specific rules are documented in the respective CPS.

Assessment of cryptographic modules

The TSP operates suitable hardware-based and software-based key generators according to
[EN 319 4217 or [EN 319 411-1] and [EN 319 411-2] and in the case of federal government
projects according to BSI [TR-02102-1] in order to warrant the key quality.

QCP-n-qgscd, QCP-I-qscd
The list of QSCDs in Germany is made publicly available by a regulatory authority, i.e.,
the Federal Network Agency (BNetzA, Bundesnetzagentur).

D-Trust monitors the validity period of the QSCDs used. It is ensured that no certificates
are issued that have a validity period that is longer than the validity period of the QSCD
or, alternatively, it is ensured that the certificates are revoked when the validity of the
QSCD expires.

Other aspects of key pair management

6.3.1 Archiving of public keys
Public service, CA and EE keys are archived in the form of the certificates generated. Public
CA keys are stored for at least 10 years.
6.3.2 Validity periods of certificates and key pairs
The term of validity of the service and CA keys and certificates is variable and shown in the
certificate. The maximum possible validity period totals 30 years.
QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, LCP, NCP
Issuing CAs do not issue EE certificates that are valid for longer than the CA certificate itself.
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The specific rules are documented in the respective CPS.

Activation data

6.4.1

6.4.2

6.4.3

Activation data generation and installation

The activation data of the service and CA keys is requested by the smart card or HSM.
Adherence to the 4-eyes principle is compulsory.

The specific rules are documented in the respective CPS.

Protection of activation data

The activation data of the service and CA keys is made up of two secrets with one authorized
employee each knowing one of these. Only authorized employees can access the activation
data.

The specific rules are documented in the respective CPS.

Other aspects of activation data

These rules are documented in the respective CPS.

Computer security controls

6.5.1

Specific technical security requirements in the computer systems

The computers, networks and other components used by the TSP ensure in their given
configuration that only those actions can be carried out which are not in conflict with the CP of D-
Trust GmbH and the following guidelines, depending on the policy level:

=  QCP-n-gscd, QCP-n, QCP-I-gscd, QCP-I, QNCP-w: [EN 319 411-1], [EN 319 411-2] and
[EN 319 401],

= QEVCP-w: [EN 319 411-1], [EN 319 411-2], [EN 319 401], [TLS BR], [EVGL] and
[NetSec-CAB],

= LCP, NCP: [EN 319 411-1], [EN 319 401], [S/MIME BR] and [NetSec-CAB],
= DVCP, OVCP: [TLS BR] and [NetSec-CAB],
= EVCP: [TLS BR], [EVGL] and [NetSec-CAB].

The TSP’s computer security for exposed systems is ensured, amongst other things, by multi-
level security systems providing perimetric virus protection, end-point protection and
integrity-protecting tools.

It is ensured that security-relevant software updates are installed at the appropriate point in
time on the relevant systems. Evaluation and, if necessary, elimination of identified
vulnerabilities takes place within 48 hours. If it is not possible to resolve the problem within
48 hours, the assessment will include a concrete action plan. Any deviations are suitably
documented by the TSP and, if necessary, addressed in the TSP’s risk management.

Subscribers and relying parties must use trusted computers and software.

The system time of the relevant CA systems is ensured by a radio clock with a redundant
connection.

All systems required for operation (status service, revocation service, -certificate
management) are redundant systems with at least one active/passive cluster (hot standby).
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6.5.2

6.5.3

LCP, NCP
When reapplying for certificates with keys generated by the TSP, redundant systems are used
that have at least one backup server (cold standby).

Assessment of computer security

The computers, networks and other components used for the CA keys are checked, inspected
and audited by recognized conformity assessment bodies and are suitably monitored in
accordance with [EN 319 401].

Monitoring

The relevant systems are continuously monitored in order to ensure their availability. Each
failure is recorded, documented, classified according to its severity and prioritized. The
handling of critical notifications is part of the incident management process. Notifications on
security-relevant events are sent to a central place and assessed according to their criticality.

In the event of prolonged disruptions where a service is no longer available, the parties
affected will be informed every 24 hours on the current status of trouble-shooting.

Life cycle technical controls

Productive server systems receive security-relevant configurations via central management systems.
Services that are not urgently required are deactivated. The configurations are checked every 15
minutes. Any deviations from the central security guidelines are immediately corrected in the
configurations.

The requirements of section 5 of [TLS BR] are already adequately considered during the planning of
all systems operated by the TSP or on behalf of the TSP.

6.6.1

6.6.2

6.6.3

Security controls during development

Security requirements are already analyzed during the draft design phase for all system
development projects carried out by or on behalf of the TSP. The results are defined as
requirements for development.

D-Trust’s test environment for development, testing and staging systems is separate from its
production systems.

Security controls in conjunction with computer management

Administration of computers, networks and other components is strictly limited to personnel
authorized according to the role concept. Log files are regularly analyzed with a view to rule
violations, attempted attacks and other incidents. Audit logging procedures begin when a
device is set into operation and end when it is disposed of.

Life cycle security controls

Any devices used are operated in accordance with their manufacturers’ instructions. Prior to
being set into operation, they are meticulously checked and inspected. They are only set into
operation if it is clear that they have not been manipulated. In the case of suspected
manipulation of a component, any action planned will not be carried out and the incident will
be reported. In order to enable an immediate and co-ordinated response to any security-
relevant incidents, the TSP defines clear-cut escalation rules for the individual roles.

Capacity requirements and utilization as well as the suitability of the systems involved are
monitored and adapted as required. Devices or data media will be taken out of service and
disposed of in such a manner that any misuse of functionalities or data is ruled out. Changes
in systems, software or processes are subject to a documented change management process.
Security-critical modifications are checked by the Information Security Officer. After
expiration of the term of validity of CAs, the private keys are destroyed.
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Electronic data or printed reports are used to document all relevant events which influence
the life cycle of the CA, of the certificates issued and of the keys generated, and such
electronic data or printed reports are stored on long-lived media in an auditable form. The
company’s media are safely protected against damage, theft, loss or compromising
depending on their respective classification within the scope of the TSP’s documentation
guideline.

Penetration tests are carried out at least once a year by an independent and competent body.
Furthermore, vulnerability scans are initiated at least once every three months. The results
of the penetration test report are archived internally.

Network security controls

A network concept is implemented at the CAs that ensures that the relevant CA systems are operated
in particularly well-protected network zones. The network architecture of the TSP features a multi-
level concept of network security zones. The root CAs are operated in the network security zone with
the highest security requirements.

In order to protect the processes of the TSP, firewalls and intrusion detection/prevention mechanisms
are used that allow expressly permitted connections only. D-Trust operates network segments with
different protection requirements and separates networks for employees and Internet-related uses
from server networks. The systems are subject to regular inspection and revision, the employees in
charge are accountable. Anomalies are reported by technical systems and organizational processes
and addressed by a defined incident handling procedure as well as related processes.

Redundancy ensures the availability of the Internet connection. There are two permanent
connections to the provider on two different routes. If the provider's access point fails, the system
automatically switches to the second connection.

Cryptographic mechanisms are used to protect data traffic with a high protection demand outside
the networks protected by the TSP for which integrity or confidentiality must be ensured.

The physical security of the networks operated and used by the TSP is ensured and adapted to the
structural conditions and any changes therein.

D-Trust complies with the specific requirements of [NetSec-CAB].
Time stamps

The TSP operates a time-stamp service.

The specific rules are documented in the Cloud CPS.

Profiles of Certificates, Certificate Revocation Lists and OCSP
Certificate profiles

7.1.1 Version numbers

Certificates are issued in X.509v3 format and in accordance with EN 319 412-2, -3 or -4,
respectively.

The certificate serial number is randomly generated using a cryptographically secure
pseudo-random number generator (CSPRNG) and contains an entropy of 128 bits.

7.1.2 Certificate extension

The selection of the extension is largely product-dependent.
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CA certificates contain the following critical extensions (“mandatory field”):

Extension oIiDb Parameter

keyUsage 2.5.29.15 keyCertSign,
CRLSign

basicConstraints 2.5.29.19 Ca=TRUE,
(pathLenConstraint)

CA certificates can include the following non-critical extensions (“optional”):

Extension OID Parameter
extKeyUsage® 19 2.5.29.37 According to [RFC 5280],
[RFC 6818]

QEVCP-w, QNCP-w, EVCP,
OVCP, DVCP, NCP, LCP:

For sub-CA certificates, the
extension "extKeyUsage" is used
according to the subordinate EE
certificate profiles.

The KeyPurposeld
“anyExtendedKeyUsage” is
generally not used.

authorityKeyIdentifier" 2.5.29.35 160-bit SHA-1 hash of the issuer
key

subjectKeyldentifier 2.5.29.14 160-bit SHA-1 hash of the
subject public key

CRLDistributionPoints 2.5.29.31 Address(es) of the CRL issuing
authority/authorities

authorityInfoAccess® 1.3.6.1.5.5.7.1.1 accessMethod=0CSP

{1.3.6.1.5.5.7.48.1},
accesslLocation {...}
accessMethod=calssuers
{1.3.6.1.5.5.7.48.2},
accesslLocation {...}
certificatePolicies® 2.5.29.32 OIDs of the CPs supported

subjectAltName® 2.5.29.17 Alternative holder’s name

Further extensions can be added; they must comply with [X.509], [RFC 5280], [RFC 6818],
[ETSI EN 319 412] and [ETSI-ALG] or they must be described in a referenced document.

EE certificates contain the following critical extensions:
Extension oIib Parameter
keyUsage 2.5.29.15 Possible are:

digitalSignature, contentCommitment,
keyEncipherment, dataEncipherment,
keyAgreement, encipherOnly,
decipherOnly

and combinations thereof

° Not used in root CA certificates.

10 ysed exclusively for QEVCP-w, QNCP-w, EVCP, OVCP and DVCP.
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EE certificates can include the following non-critical extensions:

Extension OID Parameter

extKeyUsage 2.5.29.37 According to [RFC 5280], [RFC 6818]'!
QEVCP-w, QNCP-w, EVCP, OVCP,
DVCP:

only “id-kp-serverAuth” and “id-kp-
clientAuth” are allowed

authorityKeyldentifier 2.5.29.35 160-bit SHA-1 hash of the issuer key

subjectKeyldentifier 2.5.29.14 160-bit SHA-1 hash of the subject public
key

CRLDistributionPoints 2.5.29.31 CRL issuing authority as an http and,if

applicable, Idap link

authorityInfoAccess 1.3.6.1.5.5.7.1.1 | accessMethod=0OCSP
{1.3.6.1.5.5.7.48.1},
accesslocation {... }12

accessMethod= calssuer
{1.3.6.1.5.5.7.48.2},
accesslLocation {...}

certificatePolicies 2.5.29.32 OIDs of the CPs supported
cpsURI
subjectAltName 2.5.29.17 Alternative holder’s name

If an e-mail address is specified, it must
be entered as RFC822Name.

gcStatements 1.3.6.1.5.5.7.1.3 | QEVCP-w and QNCP-w:
esi4-qcStatement-1 {04 0 1862 1 13};
esi4-qcStatement-5 {0 4 0 1862 1 53};
esi4-qcStatement-6 {0 4 0 1862 1 63};
id-etsi-qct-web {0 4 0 1862 1 6 3};

QCP-I:
esi4-qcStatement-1 {04 0 1862 1 13};
esi4-qcStatement-5 {0 4 0 1862 1 53};
esi4-qcStatement-6 {0 4 0 1862 1 63};
id-etsi-qct-eseal {04 0 1862 16 2} ;

QCP-I-gscd:
esi4-qcStatement-1 {04 0 1862 1 13};
esi4-qcStatement-4 {0 4 0 1862 1 43};
esi4-qcStatement-5 {0 4 0 1862 1 53};
esi4-qcStatement-6 {0 4 0 1862 1 63};
id-etsi-qct-eseal {04 0 1862 1 6 2} ;

11 gpecial case within the framework of the EU digital vaccination certificate deviating from this.

12 1f the status of a certificate is provided via online certificate status protocol (OCSP), this is carried out via the http

protocol.
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Extension OoID Parameter

QCP-n-qgqscd:
esi4-qcStatement-1 {04 0 1862 1 1};
esi4-qcStatement-2 {04 0 1862 1 2};
esi4-qcStatement-4 {04 0 1862 1 43};
esi4-qcStatement-5 {04 0 1862 1 53};
esi4-qcStatement-6 {04 0 1862 1 63};
id-etsi-qct-esign {04 0 186216 1} ;

QCP-n:
esi4-qcStatement-1 {04 0 1862 1 1};
esi4-qcStatement-5 {04 0 1862 1 5};
esi4-qcStatement-6 {04 0 1862 1 63};
id-etsi-qct-esign {04 0 186216 1} ;

BTSP:
esi4-gtstStatement-1 {04 0 19422 1 1%};

In the case of certificates with PSD2

extension and QEVCP-w, QNCP-w and

QCP-I, the following applies:
etsi-psd2-qcStatement {0 4 0 19495 2}

together with
PSD2QcType ::= SEQUENCE {
rolesOfPSP
nCAName
nCAId }
The validation of the PSD2-specific
attributes is described in section 4.2.1.

Further extensions can be added; they must comply with [X.509], [RFC 5280], [RFC 6818],
[ETSI EN 319 412] and [ETSI-ALG] or they must be described in a referenced document.

The specific rules are documented in the respective CPS.

QEVCP-w, EVCP,0VCP, DVCP
A precertificate, as described in RFC 6962, is not considered a “certificate” in the true
sense of the word, which meets the requirements of RFC 5280.

QCP-n-gscd, QCP-I-gqscd
The list of QSCDs in Germany is made publicly available on the website of the Federal
Network Agency (BNetzA). D-Trust monitors the QSCD certification status of the QSCDs it
uses. If the QSCD certification status of the QSCDs used is shorter than the regular
certificate validity periods, customers will be informed in advance and the certificates will
be issued with a shorter certificate validity period from the critical point in time.

However, if a certificate is mistakenly issued on a QSCD with a certificate expiry date that
is valid beyond the valid QSCD certification status, the subject/ subscriber will be informed
in advance and the certificate will be revoked no later than by the expiry date of the
QSCD.

If the TSP becomes aware of changes that affect the validity of the certificate, for
instance, because the supervisory body has withdrawn the QSCD certification status, all
affected certificates with “esi4-qcStatement-4” according to ETSI EN 319 412-5 and which
are affected by this change of the affected QSCD certification status will be revoked. The
subjects concerned and, if applicable, subscribers will be informed of this.
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QCP-I for the EU digital vaccination certificate
Seal certificates used within the framework of the EU digital vaccination certificate can
contain the following OID entries in the extendedKeyUsage (extKeyUsage) field:
= OID 1.3.6.1.4.1.0.1847.2021.1.1 for Test Issuers
= OID 1.3.6.1.4.1.0.1847.2021.1.2 for Vacination Issuers

= OID 1.3.6.1.4.1.0.1847.2021.1.3 for Recovery Issuers

7.1.3 Algorithm OIDs
SHAL1 is not used.
The specific rules are documented in the respective CPS.
7.1.4 Name formats
In the subject (here: name of the subject/end-entity) and issuer (name of the issuer) fields,
names are assigned according to [X.500] or [X.509] as DistinguishedName. The attributes
described in section 3.1.4 can be assigned. Coding is carried out as UTF8 string or
PrintableString for the C (Country) attribute.
The SubjectAltName (alternative subject name) and IssuerAltName (alternative issuer name)
fields can contain names according to [RFC 5280], [RFC 6818] (coded as IA5String).
QEVCP-w, QNCP-w, EVCP,OVCP, DVCP
The requirements of section 7.1.4 of [TLS BR] are met.
QEVCP-w, EVCP
The specifications from section 9.2 [EVGL] apply and supersede the specifications from
section 7.1.4 [TLS BR].
7.1.5 Name constraints
“NameConstraints” is not used.
7.1.6 Certificate Policy Object Identifier
“CertificatePolicies” can contain the OID of CPs supported.
Further rules are documented in section 1.1.3 of the CP.
7.1.7 Use of the “PolicyConstraints” extension
“PolicyConstraints” is not used.
7.1.8 Syntax and semantics of “Policy Qualifiers”
“PolicyQualifiers” can be used.
7.1.9 Processing the semantics of the critical “CertificatePolicies” extension
In service, CA and EE certificates, the CertificatePolicies extension is not critical. Subscribers
and relying parties are free to decide whether this extension is evaluated.
CRL profiles

The difference between the nextUpdate field and the thisUpdate field does not exceed ten days.
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QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP
CA certificates
For revoked CA certificates, D-Trust states the reason for revocation in the reasonCode entry in
the CRL. If an entry is required, D-Trust uses one of the following CRLReasons according to RFC
5280, section 5.3.1, which best matches the revocation reason:

= keyCompromise (1),

= cACompromise (2),

= affiliationChanged (3),

® superseded (4) or

® cessationOfOperation (5).

Subscriber certificates

The subscriber must select a revocation reason. If the subscriber selects unspecified (0), the
reasonCode entry in the CRL remains empty. D-Trust uses one of the following CRLReasons
according to RFC 5280, section 5.3.1:

® unspecified (0)

= keyCompromise (1),

= affiliationChanged (3),

® superseded (4) or

® cessationOfOperation (5)

The TSP subsequently enters the following revocation reason as a CRL reason if the subscriber
violates the agreed terms and conditions:

® privilegeWithdrawn (9).

If there is evidence that a key has been compromised, but the subscriber failed to document this
correctly in the CRLReason, the TSP will then set this value to “keyCompromise”. If the TSP
determines that the certificate private key was compromised before the revocation date specified
in the CRL entry for that certificate, the TSP will then correct the revocation date. This backdating
is an exception and does not usually apply.

7.2.1 Version number(s)

Certificate revocation lists v2 according to [RFC 5280], [RFC 6818] are generated. Delta
CRLs are not foreseen.

7.2.2 Extensions of certificate revocation lists and certificate revocation list entries

Revocation entries remain in the associated revocation lists after the respective certificate
validity has expired.

Certificate revocation lists can contain the following non-critical extensions:

Extension oIDb Parameter

cRLNumber 2.5.29.20 Number of the certificate
revocation list

authorityKeyldentifier 2.5.29.35 160-bit SHA-1 hash of the
issuer key

expiredCertsOnCRL 2.5.29.60 The extension is used only for

QCP-n-qscd, QCP-n, QCP-I-
qscd, QCP-l, QEVCP-w,
QNCP-w

reasonCode 2.5.29.21 If this field is shown, then a
CRLReason is used according
to section 7.2.
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OCSP profiles

In addition to RFC 6960, the OCSP responder also supports positive information. (“Certificate is
authentic and valid”).

The OCSP responder delivers the following replies:

= “good”?3 if the responder identifies the certificate as valid,
= “unknown”*4 if the responder cannot identify the status of the certificate and
= “revoked” if the responder identifies the certificate as revoked.

If the “nextUpdate” field is not set, the OCSP responder indicates according to section 4.2.2.1 of RFC
6960 that the latest revocation information is always available.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, NCP, LCP
The “nextUpdate” field is set. The difference between the nextUpdate field and the thisUpdate
field is at least eight hours, however, it does not exceed 24 hours.

If the OCSP information is provided for a revoked CA certificate, then this contains the entry
revocationReason within the RevokedInfo of the CertStatus according to RFC 6960. The content of the
entry is based on the specifications from section 7.2.

Information regarding both certificates and precertificates is provided at least until the expiry date
of the certificate.

7.3.1 Version number(s)
OCSP v1 according to [RFC 6960] is used.

7.3.2 OCSP extensions

The OCSP responder supports the extension shown below for queries:

Extension Parameter
retrievelfAllowed If set, the certificate is delivered in the response
(optional).

The OCSP responder uses the extensions shown below in the responses:

Extension ‘ Parameter

archiveCutOff Period of time for which the OCSP responder
makes the status information available after
issuance of the certificate.

certHash In the case of the “good” or “revoked” status, the
SHA-1 hash value of the certificate is entered.

certInDirSince Time of publication of the certificate in the central
repository service.

requestedCertificate Contains the certificate if RetrievelfAllowed was
set.

All extensions are non-critical. Further non-critical extensions can be contained.

13 If a certificate is not issued, the OCSP responder returns “unknown” as the status information.

14 The OCSP responder does not monitor requests identified as “unknown”. These are currently discarded.

Teil der
Date of release 2023-11-21 ) bd
Bundesdruckerei-G .
Effective date 2023-11-22 Page 46/48 undesdruckerei-Gruppe



r
D-TRUST Trust Service Practice Statement (TSPS) d-tru St.

Compliance Audit and Other Assessments

Revisions, revision objects and processes are described in detail in D-Trust GmbH’s documentation.
The role concept documents the qualification and position of the internal auditor.

An independent conformity assessment body recurrently checks the TSP’s entire documentation and
all operational procedures in annual audits consecutively over the entire period along with all relevant
statutory requirements.

Relevant parts of these documents can be inspected against proof of a legitimate interest.

CP, TSPS and CPS fulfil the Requirements of [EN 319 411-1] or [EN 319 411-2] or BSI [TR-03145-1].
Furthermore, the CSM CPS additionally fulfils the requirements from [TLS BR], if applicable [EVGL] or
[S/MIME BR] and [NetSec-CAB], and the Cloud CPS additionally fulfils the requirements from
[EN 319 421] and [NetSec-CAB].

A regular assessment by a qualified and independent conformity assessment body proves conformity of
the certificate products depending on the policy level. The following applies:

= QCP-n-gscd, QCP-n, QCP-I-qscd, QCP-l, QNCP-w:
Compatibility is tested according to [EN 319 411-1] and [EN 319 411-2] which contain normative
references to [EN 319 401].

= QEVCP-w:
Compatibility is tested according to [EN 319 411-1] and [EN 319 411-2] which contain normative
references to [EN 319 401], including the requirements from [TLS BR], [EVGL] and
[NetSec-CAB].

= LCP, NCP:
Compatibility is tested according to [EN 319 411-1] which contains normative references to
[EN 319 401], including the requirements from [S/MIME BR] and [NetSec-CAB].

= DVCP, OVCP:
Compatibility is checked according to the requirements from [TLS BR] and [NetSec-CAB].

=  EVCP:
Compatibility is checked according to the requirements from [TLS BR], [EVGL] and
[NetSec-CAB].

= V-PKI:
Compatibility is checked according to the requirements from BSI [TR-03145-1].

The audit attestation letters are issued by the respective independent conformity assessment body and
published on its website. The D-Trust repository contains a link to the website of the conformity
assessment body where the original audit attestation letters can be read or downloaded.

The TSP does not issue certificates with a policy OID reference according to the above specified
standards of the respective CPS until after a successfully completed audit by an independent external
conformity assessment body. Regular monitoring audits are carried out. When procedures and
processes are found to be no longer in conformity with the current guidelines of the above specified
standards of the respective CPS, the TSP discontinues issuance of the above-mentioned certificates
until conformity with the guidelines is restored and has been audited accordingly. This audit takes
place annually. Critical modifications are also audited and released during the course of the year by
the conformity assessment body.

Regular internal audits are additionally carried out. Every quarter, within the framework of "self
audits", randomly selected samples of at least three percent of the certificates (but at least one
certificate) issued by D-Trust during such period in accordance with the requirements of the
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[TLS BR], [EVGL] and [S/MIME BR] are audited and documented internally for quality assurance
purposes.

EVCP, OVCP, DVCP
In the event of any discrepancies with a view to applicable national law, [TLS BR] and [EVGL], D-
Trust will inform the CA/Browser Forum of such fact, the circumstances and the applicable national
law.

Other Business and Legal Matters

With regard to the corresponding provisions, see section 9 in the CP and also the General Terms and
Conditions [AGB].
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Einleitung

Dieses Dokument ist das Trust Service Practice Statement (TSPS) der von D-Trust GmbH
betriebenen Vertrauensdienste.

Uberblick

1.1.1 Trust Service Provider (TSP - Vertrauensdiensteanbieter)

Diese Regelungen sind in der CP festgehalten.

1.1.2 Uber dieses Dokument

Die folgende Grafik skizziert die Dokumentenhierarchie der D-Trust GmbH. Die griine
Markierung hebt das Dokument hervor, indem Sie sich befinden. Aktuell sind die drei
genannten CPS dem TSPS untergeordnet. Schrittweise werden weitere folgen.

CcpP
TSPS
\ % \
Cloud CPS CSM CPS Root CPS
TSA DS Cloud DS PKI DS

Subscriber

Agreement Subscriber Agreement

sign-me

Verweise werden wie folgt angezeigt:

Diese Regelungen sind in der CP festgehalten.
Die Regelungen in diesem Kapitel sind nicht in dem TSPS oder dem jeweiligen CPS dokumentiert,
sondern sind ausschlieBlich in der CP hinterlegt.

Diese Regelungen sind in dem jeweiligen CPS dokumentiert.
Die Regelungen in diesem Kapitel sind nicht in dem TSPS oder der CP zu finden, sondern sind
ausschlieBlich in dem jeweiligen CPS hinterlegt.

Die spezifischen Regelungen sind in dem jeweiligen CPS dokumentiert.

Fir alle Vertrauensdienste geltende Regelungen sind in dem TSPS zu finden. Regelungen, die nur
fur einen bestimmten Vertrauensdienst gelten, sind in der entsprechenden CPS hinterlegt. Es
missen die Regelungen aus dem TSPS und dem entsprechenden CPS ber{icksichtigt werden.
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1.1.3

Dieses TSPS nimmt Bezug auf die CP (Zertifikatsrichtlinie) der D-Trust GmbH mit der OID
1.3.6.1.4.1.4788.2.200.1.

Dieses TSPS und das jeweilige CPS definieren Verfahrensweisen im Rahmen der
Vertrauensdienste wahrend der gesamten Lebensdauer der CA- und Endanwenderzertifikate
(EE-Zertifikate). Es werden MindestmaBnahmen festgelegt, die von allen PKI-Teilnehmern zu
erfillen sind.

Die CP der D-Trust GmbH, das TSPS und das jeweilis anwendbare CPS sind rechtsverbindlich,
soweit dies im Rahmen der deutschen bzw. europdischen Gesetzgebung zulassig ist. Sie
enthalten Aussagen Uber Pflichten, Gewahrleistung und Haftung flir die PKI-Teilnehmer.
Soweit Garantien oder Zusicherungen betroffen sind, enthalten dieses TSPS und das jeweilige
CPS ausschlieBlich die fiir diesen Bereich ausdriicklich eingerdumten Garantien oder
Zusicherungen.

Die Kenntnis, der in dieser TSPS beschriebenen Zertifizierungsverfahren und -regeln sowie
der rechtlichen Rahmenbedingungen erlaubt es Zertifikatsnutzern Vertrauen in die
Komponenten der PKI und in die PKI-Teilnehmer aufzubauen und Entscheidungen zu treffen,
inwieweit das durch die PKI gewahrte Vertrauens- und Sicherheitsniveau fir die jeweilige
Anwendung geeignet ist.

Die Struktur dieses Dokuments folgt dem Internet-Standard RFC 3647 "Internet X.509 Public
Key Infrastructure: Certificate Policy and Certification Practices Framework”.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Eigenschaften der PKI

D-Trust GmbH definiert flir jedes Produkt eine eigene D-Trust Policy-OID, die zusatzlich in
die dazugehorigen Zertifikate aufgenommen wird. Die D-Trust Policy-OIDs sind in der CP
der D-Trust GmbH in Abschnitt 1.1.3 dokumentiert.

Erlduterung der Policy Level qualifizierter Vertrauensdienste:

QEVCP-w!

EE-Zertifikate des Policy Levels QEVCP-w sind qualifizierte TLS-Zertifikate gemaB
[EN 319 411-2], was an der QEVCP-w Policy-OID in den EE-Zertifikaten erkennbar ist.
Diese EE-Zertifikate werden nicht auf Chipkarten ausgegeben.

Qualifizierte Webseitenzertifikate der D-TRUST CA 2-2 EV 2016 erfillen immer auch die
Anforderungen an TLS-Zertifikate nach dem Policy Level EVCP gemaB
[EN 319 411-1] und [EVGL], was an der EVCP Policy-OID in den EE-Zertifikaten
erkennbar ist.

QNCP-w

EE-Zertifikate des Policy Levels QNCP-w sind qualifizierte TLS-Zertifikate gemaB
[EN 319 411-2], was an der QNCP-w Policy-OID in den EE-Zertifikaten erkennbar ist.
Diese EE-Zertifikate werden nicht auf Chipkarten ausgegeben.

QCP-I
EE-Zertifikate des Policy Levels QCP-I sind qualifizierte Zertifikate gemaB [EN 319 411-2],
was an der QCP-l Policy-OID in den EE-Zertifikaten erkennbar ist. Diese EE-Zertifikate
werden nicht auf Chipkarten ausgegeben.

! Das Policy Level QCP-w wird analog zu ETSI EN 319 411-2 in QEVCP-w umbenannt.

Datum der Freigabe 21.11.2023 ~ Teil der bd
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QCP-I-gscd
EE-Zertifikate des Policy Levels QCP-I-gscd sind qualifizierte Zertifikate gemaB
[EN 319 411-2], was an der QCP-I-gscd Policy-OID in den EE-Zertifikaten erkennbar ist.
Diese EE-Zertifikate werden auf Chipkarten ausgegeben.

QCP-n-qscd
EE-Zertifikate des Policy Levels QCP-n-gscd sind qualifizierte Zertifikate gemaB
[EN 319 411-2], was an der QCP-n-gscd Policy-OID in den EE-Zertifikaten erkennbar ist.
Diese EE-Zertifikate werden auf Chipkarten ausgegeben.

QCP-n

EE-Zertifikate des Policy Levels QCP-n sind qualifizierte Zertifikate flir fortgeschrittene
Signaturen gemaB [EN 319 411-2], was an der QCP-n Policy-OID in den EE-Zertifikaten
erkennbar ist. Diese EE-Zertifikate werden nicht auf Chipkarten ausgegeben.

BTSP

Zertifikate des Policy Levels BTSP sind qualifizierte Dienstezertifikate flr den
Zeitstempeldienst gemdaB [EN 319 421], was an der BTSP Policy-OID in den
Dienstezertifikaten erkennbar ist.

Erlauterung der Policy Level nicht-qualifizierter Vertrauensdienste (publicly trusted):

EVCP
EE-Zertifikate des Policy Levels EVCP sind TLS-Zertifikate. Dass es sich um EV-Zertifikate
handelt, ist in den EE-Zertifikaten an der EV-Policy-OID (entsprechend Abschnitt 1.1.3 der
CP/ CPS) erkennbar. EV-Zertifikate werden nicht auf Chipkarten ausgegeben.

ovCP
Zu den EE-Zertifikaten des Policy Levels OVCP zdhlen TLS-Zertifikate, die den Namen einer
Organisation beinhalten. OV-Zertifikate werden nicht auf Chipkarten ausgegeben.

DVCP
Zu den EE-Zertifikaten des Policy Levels DVCP zahlen TLS-Zertifikate bei denen das Subject
(End-Entity) tUber den Domain Namen identifiziert wird. DV-Zertifikate werden nicht auf
Chipkarten ausgegeben.

NCP
EE-Zertifikate des Policy Levels NCP sind Personenzertifikate oder Organisationszertifikate.
Bei den Personenzertifikaten kann der Name einer Organisation optional als zusatzliches
Attribut in das Zertifikat aufgenommen werden. NCP-Zertifikate werden nicht auf Chipkarten
ausgegeben.

Das Policy Level NCP wird informativ in die Dokumentation aufgenommen. Perspektivisch
werden Produkte des Policy Levels LCP auf das Policy Level NCP migriert. Das jeweilige Policy
Level ist an der Policy OID in EE-Zertifikaten erkennbar.

LCP

EE-Zertifikate des Policy Levels LCP sind einfache Personenzertifikate oder
Organisationszertifikate. Bei den Personenzertifikaten kann der Name einer Organisation
optional als zusatzliches Attribut in das Zertifikat aufgenommen werden. LCP-Zertifikate
werden nicht auf Chipkarten ausgegeben.

V-PKI
EE-Zertifikate des Zertifizierungslevels V-PKI (Verwaltungs-PKI) sind einfache
Personenzertifikate oder Funktionszertifikate. V-PKI-Zertifikate werden Uber eine online
Schnittstelle bereitgestellt und nicht auf Chipkarten ausgegeben.

Derzeit werden Produkte mit nicht-qualifizierten Policy Levels (z.B. EVCP+, NCP+), die die
Verwendung einer sicheren Signaturerstellungseinheit (SSEE) voraussetzen nicht angeboten.
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Dennoch steht es dem Zertifikatsnehmer frei, eine SSEE fiir die Erzeugung und Aufbewahrung
seiner privaten Schlissel zu verwenden.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.
Name und Kennzeichnung des Dokuments

Dokumentname: D-TRUST Trust Service Practice Statement (TSPS)

Version 1.9

PKI-Teilnehmer

1.3.1 Certification authorities (CA)
Zertifizierungsstellen (Certification Authority — CA) werden vom Trust Service Provider (TSP)
betrieben und stellen Zertifikate sowie Sperrlisten aus.

Je nach PKI sind folgende Arten von Zertifikaten moglich:

= Personenzertifikate fur natirliche Personen (EE-Zertifikat),

= Siegelzertifikate flr juristische Personen (EE-Zertifikat),

=  Gruppenzertifikate fiir Personengruppen (EE-Zertifikat),

= Dienstezertifikate fur juristische Personen (EE-Zertifikat),

= Zertifikate fir Webserver, Gerate oder Maschinen (EE-Zertifikat) und

= Zertifizierungsinstanzen (untergeordnete CA-Zertifikate des TSP).

Die Wurzelinstanzen stellen Zertifikate ausschlieBlich mit der Erweiterung basicConstraints:
cA=TRUE (CA-Zertifikat) aus. Untergeordnete CAs stellen EE-Zertifikate und/oder weitere
CA-Zertifikate aus. Die Zertifizierungsstelle ist in den ausgestellten Zertifikaten und CRLs
namentlich im Feld issuer benannt.

1.3.2 Registrierungsstellen (RA)

Die RA identifiziert und authentifiziert Zertifikatsnehmer (subscriber) oder Endanwender
(subject), erfasst und prift Antrage flr verschiedene Zertifizierungsdienstleistungen.

D-Trust ist ein Trust Service Provider und hat ihre eigene Registrierungsstelle. D-Trust hat
auch Registrierungsstellen, die von beauftragten Dritten betrieben werden. Alle RAs
unterliegen den gleichen Vorgaben.

Die konkreten Aufgaben und Pflichten, die die RA in Vertretung des TSP bzw. der CA
Ubernimmt sind im jeweiligen Vertrag mit der RA definiert und verbindlich vereinbart. Die
RA wird in diesem Rahmen eindeutig vom TSP identifiziert.

RA-Operatoren Tatigkeiten, sowohl intern als auch extern, erfolgen auf sicherheitskritischen
Systemen zur Zertifikatsausstellung und sind durch eine erzwungene Multi-Faktor-
Authentisierung geschiitzt (siehe auch Abschnitt 5.2.2).

TLS-Zertifikatsantrage werden ausschlieBlich von der internen RA der D-Trust bearbeitet.
Die Domanenvalidierung erfolgt somit ausschlieBlich durch die D-Trust selbst und wird
grundsatzlich nicht an Dritte (z. B. an eine externe RA) delegiert bzw. ausgelagert.

Die Domainprifung im Rahmen der E-Mail Verifikationsmethode in Abschnitt 4.2.1 fir
S/MIME-Zertifikate wird ebenfalls nur durch die D-Trust selbst durchgefihrt.
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1.3.3 Zertifikatsnehmer (ZNE)

Zertifikatsnehmer (subscriber) sind natlrliche oder juristische Personen, denen ein
EE-Zertifikat ausgestellt wurde und die der Einhaltung des Subscriber Agreements
(Verpflichtungserklarung) verpflichtet sind. Der Zertifikatsnehmer kann mit dem im Zertifikat
genannten Endanwender (subject) identisch sein.

Endanwender (subject; End-Entity (EE)) verwenden die privaten Endanwenderschliissel (EE-
Schlissel). Die Identitéat des Endanwenders ist mit dem Zertifikat und dem zugehdrigen
Schlisselpaar verknipft. Der Endanwender kann mit dem Zertifikatsnehmer identisch sein.
Je nach PKI sind zuldssige Endanwender:

= nattrliche Personen,

= juristische Personen,

=  Personengruppen oder Teams,

= Gerate oder Maschinen

= Funktionen, die durch Mitarbeiter einer Organisation ausgefiillt werden und

= IT-Prozesse.

Die Verantwortung flir Schlissel und Zertifikat tragt der Zertifikatsnehmer, wenn das
Schliisselmaterial vom Zertifikatsnehmer erzeugt wurde bzw. sobald dieses durch den Trust
Service Provider (TSP) an ihn (bergeben wurde. Darliber hinaus ergeben sich nach
[EN 319 411-1] bzw. [EN 319 411-2] oder BSI [TR-03145-1] weitere Pflichten. Spatestens
zum Zeitpunkt der Antragstellung wird der Zertifikatsnehmer Uber diese Pflichten durch die
Bereitstellung der CP, dieses TSPS, des CPS und der Verpflichtungserklarung (subscriber
agreement) informiert und muss sich zu deren Einhaltung verpflichten.

QCP-n-gscd, QCP-n
Flr qualifizierte Signaturzertifikate missen Zertifikatsnehmer und Endanwender
identisch sein.

QEVCP-w, QNCP-w, QCP-l, QCP-I-gscd, EVCP, DVCP, OVCP, NCP, LCP, V-PKI
Sind Zertifikatsnehmer und Endanwender nicht identisch, sind der Zertifikatsnehmer
und der Endanwender fir die Einhaltung der Verpflichtungserklarung verantwortlich.

QEVCP-w, QNCP-w, EVCP, OVCP, DVCP, QCP-l, QCP-I-qscd
Siegel- und TLS-Zertifikate werden ausschlieBlich fiir juristische Personen ausgestellt.

BTSP
Dienstezertifikate flir die Ausstellung von qualifizierten Zeitstempeln werden
ausschlieBlich flir die D-Trust GmbH ausgestellt. Es wird ausschlieBlich ein Zertifikat fir
den qualifizierten Zeitstempel verwendet.?
Anwender des Zeitstempeldienstes gemaB [EN 319 421] sind natirliche oder
juristische Personen, die den Zeitstempeldienst im Rahmen der Cloud PKI beim Trust
Service Provider (TSP) beziehen.

1.3.4 Zertifikatsnutzer (ZNU)

Zertifikatsnutzer (englisch relying parties) sind nattirliche oder juristische Personen, die die
Zertifikate dieser PKI nutzen und Zugang zu den Diensten des TSP haben.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

2 Siehe Repository: www.d-trust.net/repository
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1.4 Verwendung von Zertifikaten

1.4.1 Erlaubte Verwendungen von Zertifikaten

CA-Zertifikate werden ausschlieBlich und in Ubereinstimmung mit ihrer Erweiterung
(BasicConstraints, PathLengthConstraint) fiir die Ausstellung von CA- oder EE-Zertifikaten
und CRLs benutzt.

Die EE-Zertifikate diirfen fiir die Anwendungen benutzt werden, die in Ubereinstimmung mit
den im Zertifikat angegebenen Nutzungsarten (keyUsage) stehen.

Zertifikatsnutzer handeln auf eigene Verantwortung. Es liegt in der Verantwortung des
Zertifikatsnutzers, einzuschatzen, ob das TSPS und das CPS den Anforderungen einer
Anwendung entspricht und ob die Benutzung des betreffenden Zertifikats zu einem
bestimmten Zweck geeignet ist.

Weiterhin gelten die Regelungen der CP der D-Trust GmbH.

1.4.2 Verbotene Verwendungen von Zetifikaten

Andere Verwendungsarten (keyUsage) als die im Zertifikat festgelegten, sind nicht zuldssig.
Weiterhin gelten die Regelungen der CP der D-Trust GmbH.

V-PKI
Im Rahmen der V-PKI gelten zusatzlich die Regelungen der CP V-PKI BSI.
1.4.3 Verwendung von Dienstezertifikaten

Der TSP verwendet Dienstezertifikate zur Erbringung von Vertrauensdienste gemaB [eIDAS].
Dienstezertifikate werden durch den TSP selbst und zur eigenen Verwendung ausgestellt. Sie
unterliegen den Anforderungen der jeweilig anwendbaren Zertifizierung.

Zu den Verwendungsarten zéhlen:
= CA-Zertifikate zur CA- und Zertifikatserstellung
=  Signatur von Statusauskunften3
»  Signatur von Zeitstempeln*

1.5 Administration der Policy

1.5.1 Zustandigkeit fur das Dokument

Dieses TSPS und die ihm untergeordneten CPS Dokumente werden durch die D-Trust GmbH
gepflegt. Der Beauftragte der Geschéftsfiihrung tGbernimmt die Freigabe der Dokumente.

Dieses TSPS und die ihm untergeordneten CPS Dokumente werden mindestens jahrlich durch
den TSP (Uberprift und ggf. aktualisiert. Anderungen werden durch eine neue
Versionsnummer im jeweiligen aktualisierten Dokument kenntlich gemacht und nach
Freigabe der aktuellen Version durch die Geschaftsfiihrung zeitnah im Repository der D-Trust
neu verodffentlicht. Sollten Mitarbeiter bzw. externe Parteien (wie Kunden, exldentstellen,
Reseller) von den Anderungen betroffen sein, werden diejenigen vorab in Kenntnis gesetzt
bzw. bei Bedarf entsprechend ertiichtigt die Anderungen umzusetzen.

Die Kontaktdaten des TSP sind in der CP Abschnitt 1.5.1 dokumentiert.

3 OCSP-Auskiinfte werden durch gesonderte OCSP-Dienstezertifikate signiert.

4 Zeitstempel werden durch gesonderte Dienstezertifikate signiert.
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1.5.2

1.5.3

Meldung von Sicherheitsvorfallen mit Zertifikaten

Diese Reglungen sind in der CP dokumentiert.

Vertraglichkeit von CPs fremder CAs mit diesem CPS

Sowohl in CA- als auch in EE-Zertifikaten kdnnen weitere CPs Uber Policy-OIDs referenziert
werden, die diesem TSPS bzw. den jeweiligen CPS nicht widersprechen. Die Referenz einer
Policy-OID in den Zertifikatserweiterungen bestdtigt die Kompatibilitdt der
Zertifizierungspraktiken mit der referenzierten CP (z.B. NCP 0.4.0.2042.1.1 gemaB
[EN 319 411-1]).

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Begriffe und Abklirzungen

1.6.1

1.6.2

1.6.3

Begriffe und Namen

Die allgemeinen Regelungen sind in der CP dokumentiert.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Abktlirzungen
Certificate Policy (CP) Zertifikatsrichtlinie
IDN Internationalized Domain Name

Allgemeine Regelungen sind in der CP festgehalten.

Referenzen

Allgemeine Regelunge sind in der CP festgehalten.

Verantwortlichkeit fiir Verzeichnisse und Veroffentlichungen

Verzeichnisse

Die allgemeinen Regelungen zu Verzeichnissen sind in der CP dokumentiert.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Verdffentlichung von Informationen zu Zertifikaten

Der TSP veroffentlicht folgende Informationen:

CA-Zertifikate,

die CP der D-Trust GmbH,

dieses TSPS,

Sperrlisten (CRLs) und Statusinformationen (OCSP) und
EE-Demo-Zertifikate

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Weiterhin ist eine Gesamtiibersicht aller RootCAs und SubCAs mit den Policy Level QEVCP-w,
QNCP-w, EVCP, OVCP, DVCP, NCP und LCP aus der hervorgeht, welches Vorgabedokument auf die
jeweilige CA Anwendung findet, ist im Repository zu finden:

https://www.d-trust.net/files/dokumente/pdf/pki structure and applicable documents.pdf
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Haufigkeit von Veroffentlichungen

Diese Regelungen sind in dem jeweiligen CPS festgehalten.

Zugriffskontrollen auf Verzeichnisse

Zertifikate, Sperrlisten, TSPS, CPS und CPs konnen o6ffentlich und unentgeltlich 24x7 auf der
Webseite https://www.d-trust.net/de/support/repository abgerufen werden. Der Verzeichnisdienst

hat eine Verfiigbarkeit von mindestens 98,5%. Der TSP stellt sicher, dass im Falle einer Stérung die
Ausfalldauer (downtime) maximal vier Stunden betragt.

Es gibt keine Zugriffsbeschrédnkungen fiir lesenden Zugriff. Anderungen der Verzeichnis- und
Webinhalte werden ausschlieBlich vom TSP vorgenommen.

Weitere, nicht 6ffentliche Dokumente, kdnnen bei begriindetem Interesse auf Nachfrage in den
relevanten Teilen zur Einsicht bereitgestellt werden.

Zugang und Nutzung von Diensten
Diese Regelungen sind in der CP dokumentiert.

Identifizierung und Authentifizierung
Namensregeln

3.1.1 Arten von Namen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.1.2 Notwendigkeit flr aussagefahige Namen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.1.3 Anonymitat oder Pseudonyme von Zertifikatsnehmern

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.1.4 Regeln flr die Interpretation verschiedener Namensformen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.1.5 Eindeutigkeit von Namen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.1.6 Anerkennung, Autentifizierung und die Rolle von Markennamen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

Initiale Uberpriifung der Identitét

3.2.1 Nachweis fiir den Besitz des privaten Schllssels

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.2.2 Identifizierung und Authentifizierung von Organisationen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

3.2.3 Identifizierung und Authentifizierung naturlicher Personen

Diese Regelungen sind im jeweiligen CPS dokumentiert.
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3.2.4

3.2.5

3.2.6

Ungepriifte Angaben zum Zertifikatsnehmer

Diese Regelungen sind im jeweiligen CPS dokumentiert.

Prifung der Berechtigung zur Antragstellung

Diese Regelungen sind im jeweiligen CPS dokumentiert.

Kriterien fir die Interoperabilitat
Siehe Abschnitt 1.5.3.

Identifizierung und Authentifizierung von Antragen auf Schlisselerneuerung (re-keying)

Diese Regelungen sind im jeweiligen CPS dokumentiert.

Identifizierung und Authentifizierung von Sperrantrdagen

Diese Regelungen sind im jeweiligen CPS dokumentiert.

Betriebsanforderungen zum Zertifikatslebenszyklus

Zertifikatsantrag und Registrierung

4.1.1

4.1.2

Berechtigung zur Antragstellung

CA-Zertifikate werden ausschlieBlich an juristische Personen ausgegeben.
Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

Registrierungsprozess und Zustandigkeiten

Die Einhaltung des Registrierungsprozesses gewahrleistet der TSP. Teilaufgaben kénnen von
vertraglich gebundenen Partnern oder externen Anbietern Ubernommen werden, die die
MaBgaben der CP, TSPS und CPS erfiillen.

Je nach Antragsweg und Policy Level sind bestimmten Dokumenten zuzustimmen, die damit
zum Vertragsbestandteil werden und damit rechtsverbindlich gelten. Eine Ubersicht dazu ist
im Repository abgelegt:

https://www.d-trust.net/files/dokumente/pdf/terms-and-conditions produkt-dienstleistung.pdf

Zur Ubermittlung der Registrierungsdaten ist die Kommunikation zwischen den externen
Registrierungsstellen und der internen Registrierungsstelle beim TSP (ber eine TLS-
Verbindung verschlisselt und authentisiert.

Der TSP legt den Registrierungsprozess je nach Policy Level wie folgt fest:

QEVCP-w, QNCP-w, EVCP, QCP-l, QCP-I-gscd

Dem Zertifikatsnehmer liegen vor Abschluss des Registrierungsprozesses CP, TSPS, CPS
sowie eine Verpflichtungserklarung (Subscriber Agreement) vor, zu deren Einhaltung sich der
Zertifikatsnehmer  verpflichtet. Die Dokumente werden veroffentlicht. Die
Verpflichtungserklarung entspricht den Vorgaben aus [EN 319 411-1] und [EN 319 411-2].
Der Antrag beinhaltet ggf. weiterhin die Einverstandniserkldarung des Zertifikatsnehmers zur
Veroffentlichung der Zertifikate. Die Verpflichtungserklarung entspricht dem ,Subscriber
Agreement" gemaB den Vorgaben aus [TLS BR] und [EVGL]. Nachweise werden elektronisch
oder papierbasiert hinterlegt.

QCP-n-gscd, QCP-n
Dem Zertifikatsnehmer liegen vor Abschluss des Registrierungsprozesses CP, TSPS, CPS
sowie eine Verpflichtungserklarung (Subscriber Agreement) vor, zu deren Einhaltung sich der
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Zertifikatsnehmer  verpflichtet. Die Dokumente werden veroffentlicht. Die
Verpflichtungserklarung entspricht den Vorgaben aus [EN 319 411-1] und [EN 319 411-2].
Der Antrag beinhaltet weiterhin die Einverstandniserkldarung des Zertifikatsnehmers zur
Veroffentlichung oder Nicht-Verdffentlichung der Zertifikate. Die Verpflichtungserklarung
entspricht dem ,Subscriber Agreement” gemaB den Vorgaben aus [TLS BR] und [EVGL].
Nachweise werden elektronisch oder papierbasiert hinterlegt.

OVCP, DVCP

Dem Zertifikatsnehmer liegen vor Abschluss des Registrierungsprozesses CP, TSPS, CPS
sowie eine Verpflichtungserklarung (Subscriber Agreement) vor, zu deren Einhaltung sich der
Zertifikatsnehmer  verpflichtet. Die Dokumente werden veroffentlicht. Die
Verpflichtungserklarung entspricht den Vorgaben aus [EN 319 411-1]. Der Antrag beinhaltet
weiterhin die Einverstandniserklarung des Zertifikatsnehmers zur Veroffentlichung der
Zertifikate. Die Verpflichtungserklarung entspricht dem ,Subscriber Agreement™ gemaB den
Vorgaben aus [TLS BR]. Nachweise werden elektronisch oder papierbasiert hinterlegt.

NCP, LCP

Dem Zertifikatsnehmer werden CP, TSPS, CPS sowie eine Verpflichtungserklarung
(Subscriber Agreement) zur Verfligung gestellt, zu deren Einhaltung sich der
Zertifikatsnehmer  verpflichtet. Die Dokumente werden veroffentlicht. Die
Verpflichtungserklarung entspricht den Vorgaben aus [EN 319 411-1]. Der Antrag beinhaltet
weiterhin die Einverstandniserklarung des Zertifikatsnehmers zur Veroffentlichung der
Zertifikate. Wenn Zertifikatsnehmer und Endanwender voneinander abweichen, muss der
Zertifikatsnehmer die Pflichten aus diesem Dokument und dem Subscriber Agreement bzw.
der Verpflichtungserklarung nachweislich an den Endanwender Ubertragen.

V-PKI

Dem Zertifikatsnehmer werden CP, TSPS, CPS sowie eine Verpflichtungserklarung
(Subscriber Agreement) zur Verfligung gestellt, zu deren Einhaltung sich der
Zertifikatsnehmer verpflichtet. Die CPS wird verdffentlicht. Wenn Zertifikatsnehmer und
Endanwender voneinander abweichen, muss der Zertifikatsnehmer die Pflichten aus diesem
Dokument und dem Subscriber Agreement bzw. der Verpflichtungserkldarung nachweislich an
den Endanwender Ubertragen.

Der Zertifikatsnehmer muss sicherstellen, dass die privaten Schliissel aus der V-PKI nur
berechtigten Endanwendern (bergeben und entsprechend verwendet werden.

Die spezifischen Regelungen sind im jeweiligen CPS dokumentiert.

4.2  Verarbeitung des Zertifikatsantrags

4.2.1

Durchfiihrung der Identifizierung und Authentifizierung

Vor Nutzung der Zertifizierungs- und Vertra