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1. Introduction 

1.1 Overview 

This document is the Certification Practice Statement (CPS) of the E.ON SE PKI 
operated by D-TRUST GmbH.  

The E.ON SE PKI is referenced by a SubCA structure below the “D-TRUST Root 
CA 3 2013”. 

1.1.1 Trust service provider 

These rules are laid down in the CP of D-TRUST GmbH. 

1.1.2 About this document 

This CPS defines processes and procedures within the scope of the trust ser-
vices throughout the entire life of the CA and end-entity certificates (EE certifi-
cates). It determines the minimum measures that all PKI participants must fulfil.  

This CPS refers to the CP (certificate policy) of D-TRUST GmbH with OID 
1.3.6.1.4.1.4788.2.200.1 and to [EN 319 411-1] or EN 319 411-2, respectively. It 
describes the implementation of the resultant requirements for the PKI of E.ON 
SE. 

The structure of this document is closely orientated towards the Internet standard 
RFC 3647 “Internet X.509 Public Key Infrastructure: Certificate Policy and Certifi-
cation Practices Framework” in order to achieve easy readability and comparabil-
ity with other CPSs.  

This CPS is part of the extIDENT agreement between the TSP and E.ON SE and 
is therefore legally binding in as far as this is permitted under German and Euro-
pean law. 

The CP and CPS documents contain an exhaustive definition of the legally bind-
ing effect as well as the processes concerning the following aspects: a) provision 
of the CA, b) production of certificates for the key material made available, c) pro-
vision of revocation lists and d) provision of the OCSP service. They constitute a 
non-qualified trust service within the meaning of the eIDAS Regulation. 

Knowledge of the certification procedures and rules described in this CPS and of 
the legal framework enables relying parties to build trust in components of this 
PKI and PKI participants and to decide to what extent the trust and security level 
established by the PKI is appropriate. 
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1.1.3 Properties of the PKI 

The PKI described here features a multi-level hierarchy. Fig. 1 shows the config-
uration of the E.ON SE PKI.  

 

Fig. 1: Structure of the issuing CAs and end-entity/subject certificates 

Requirements of the PKI 

The EE and CA certificates are subject to security level LCP. LCP certificates 
have a high quality, however, they are not qualified certificates which meet the 
requirements of EN 319 411-1 LCP and [BRG]. The relevant version of the [BRG] 
is indicated in the current “Audit Attestation Letter” of the “Certification Audit 
Body”. This document can be downloaded at: https://www.tuvit.de/de/leis-
tungen/zertifizierung/anforderungen-des-cabrowser-forum.  

Under the D-TRUST Root CA, E.ON SE uses an E.ON SE Group CA and, below 
this, the E.ON SE issuing CAs that issue the end-entity certificates.  

Authentication, signature and encryption certificates are issued. These include 
the OID 1.3.6.1.4.1.4788.2.210.1. 
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CA Certificates 

D-TRUST root CA 2013  
http://www.d-trust.net/cgi-bin/D-TRUST_Root_CA_3_2013.crt 

SHA256 fingerprint: 
a1a86d04121eb87f027c66f53303c28e5739f943fc84b38ad6af009035dd9457 

OID: 1.3.6.1.4.1.4788.2.200.1 

E.ON Group CA 2 2013 
http://www.d-trust.net/cgi-bin/EON_Group_CA_2_2013.crt 

SHA256 fingerprint: 
43247ef5a09a0867ba4a7e1716463577aad6efa057bff763b43fd2a979608fe2 

OID: 1.3.6.1.4.1.4788.2.200.1 

E.ON CA 2 2013 XXI 
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXI.crt 

SHA256 fingerprint: 
8b1698b51bf6ef2c31c553e6ff7a7734901806bcc87704182d2293183348b334 

OID: 1.3.6.1.4.1.4788.2.210.1 

E.ON CA 2 2013 XXII 
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXII.crt 

SHA256 fingerprint: 
b2b7c755c80fbe20e2134a620157a53b5b0724b6947b4eed1ca9df7951fc5d44 

OID: 1.3.6.1.4.1.4788.2.210.1 

E.ON CA 2 2013 XXIII 
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXIII.crt 

SHA256 fingerprint: 
99cadff0b43b45405d471ab7f04817b04925d603007a57ca1baba48bc8721bf6 

OID: 1.3.6.1.4.1.4788.2.210.1 

Partner CA 2 2013 XXIV 
http://www.d-trust.net/cgi-bin/Partner_CA_2_2013_XXIV.crt 

SHA256 fingerprint: 
a099851198f66aa47d11d1ff42a6876e7f328c22184bc0b66559af5a51459511 

OID: 1.3.6.1.4.1.4788.2.210.1 

Both CA and EE certificates can contain references to CPs or OIDs which define 
detailed requirements and restrictions.  

http://www.d-trust.net/cgi-bin/D-TRUST_Root_CA_3_2013.crt
http://www.d-trust.net/cgi-bin/EON_Group_CA_2_2013.crt
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXI.crt
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXII.crt
http://www.d-trust.net/cgi-bin/EON_CA_2_2013_XXIII.crt
http://www.d-trust.net/cgi-bin/Partner_CA_2_2013_XXIV.crt
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1.2 Document Name and Identification 

Document name: Certification Practice Statement of the E.ON SE PKI 

Version  2.0 

1.3 PKI Participants 

1.3.1 Certification authorities (CAs) 

Certification authorities (CAs) issue both certificates and revocation lists. The 
following types of certificates are possible: 

- Personal certificates for individuals (EE certificate)  
- Group certificates for groups of individuals, functions and IT processes (EE 

certificate)  
- Certification authorities (lower-level CA certificates of the TSP)  
 
Root authorities issue certificates exclusively with the extension basic-
Constraints: cA=TRUE (CA certificate) according to [X.509]. Lower-level CAs is-
sue EE certificates and/or further CA certificates. The name of the certification 
authority is shown in the issuer field of the certificates issued and in the CRLs.  

Personnel who create certificates are not subject to any commercial, financial or 
other influence by the organization. 

1.3.2 Registration authorities (RAs) 

E.ON SE as a RA uses defined processes (see section 4) in order to identify and 
authenticate end entities, and to receive and check requests for different certifi-
cation services.  

1.3.3 Subscriber 

The subscriber is E.ON SE which has its place of business in Germany and 
which requests and holds the EE certificates. The subscriber is not identical to 
the subject whose name appears in the certificate. The subscriber’s obligations 
are subject to separate contractual agreements. 

Other subscribers are not foreseen in the E.ON SE PKI. 

The subscriber is responsible for keys and certificate contents. Moreover, addi-
tional obligations exist under EN 319 411-1. The subscriber will communicate 
these obligations to the end-entity at the latest when the request is submitted.  

1.3.4 End-entity (EE) 

Subjects (end entities (EEs)) use the private end-entity keys (EE keys). The sub-
ject's identity is linked to the certificate and the related key pair. Permitted end 
entities are individuals or groups of individuals who have a KID (GroupID) that is 
managed by the identity management system of E.ON SE (EIDM) (e.g. E.ON 
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employees or contract partners and service providers with an active IT account) 
as well as functions and IT processes. 

1.3.5 Relying parties 

Relying parties are individuals or legal entities who use the certificates of this 
E.ON SE PKI (for instance, in order to verify signed documents) and who have 
access to the services of the TSP. 

1.4 Certificate Usage 

1.4.1 Permitted certificate usages 

These rules are laid down in the CP. 

1.4.2 Forbidden certificate usages 

Types of use not laid down in the certificate are not permitted. 

1.4.3 Service certificate usage 

These rules are laid down in the CP. 

1.5 Policy Administration  

1.5.1 Responsibility for the document 

This CPS is updated by D-TRUST GmbH in co-operation with E.ON SE. The rep-
resentative of D-TRUST GmbH’s management is responsible for acceptance of 
the document. 

This CPS is checked and, when necessary, updated annually by the TSP. A 
change is indicated by a new version number of this document. 

1.5.2 Contact partner/contact person/secretariat 

The following contact addresses are available: 

D-TRUST GmbH  
CP und CPS editorial unit 
Kommandantenstr. 15. 
10969 Berlin, Germany 

Tel.: +49 (0)30 259391 0 
E-mail: info@d-trust.net 

  

mailto:info@d-trust.net
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E.ON SE as the subscriber is represented by: 
 
E.ON SE 
Information Security 
Humboldtstraße 33, 
30169 Hannover, Germany 
 
E-mail: pki@eon.com 
 
If you have any questions regarding the validity of concrete certificates from the 
E.ON SE PKI at a particular point in time, please send an e-mail to: 
pki@eon.com. 

 

1.6 Definitions and Acronyms 

1.6.1 Definitions and names 

These rules are laid down in the CP. 
 
The following definitions are additionally used within the E.ON SE PKI: 
 

Authentication certificate A certificate that an end-entity can use in or-
der to authenticate himself in relation to an IT 
system 

Confirmer Employees or superiors who confirm the col-
leagues’ identity for certificate requests.  

E.ON SE PKI PKI operated by D-TRUST GmbH for E.ON 
SE 

Global service desk Global service desk for the end entities of 
E.ON SE PKI (GSD) 

History certificates Expired encryption certificates whose keys 
are stored for the subsequent decryption of 
data and which can be recovered by author-
ized end entities. 

mailto:pki@eon.com
mailto:pki@eon.com
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KID (GroupID) A unique, but not biunique and not reusable 
IT identifier for each IT end-entity in the 
global repository of E.ON SE. Primary KIDs 
(GroupIDs) are issued exclusively to individu-
als who can thereby receive end-entity certifi-
cates as long as they are active.  

Secondary KIDs (GroupIDs) (for instance, for 
e-mail group inboxes) can also always be as-
signed to an individual as their owner so that 
it is also always possible to unambiguously 
identify a responsible individual. 

Attributes that can be assigned to a KID 
(GroupID) are created and updated via au-
dited processes from the HR and contract 
management systems.  

PKI supervisors PKI supervisors are the central interfaces be-
tween E.ON SE and D-TRUST GmbH in all 
process issues related to the extIDENT con-
tract, including CP and CPS for the E.ON SE 
PKI. 
This group answers questions related to all 
PKI processes of the E.ON SE PKI and de-
cides on all E.ON-internal queries for the 
E.ON SE PKI in conformity with the ex-
tIDENT contract, including CP and CPS. 

PKI token Various form factors of smartcards, called 
PKI tokens, are used for the E.ON SE PKI 
which are all managed by a smartcard man-
agement system.  PKI tokens currently in-
clude both ISO-compliant smartcards, smart-
cards in the form of a USB token and a mi-
croSD card as well as TPM 2.0-based virtual 
smartcards (VSCs).  

The terms PKI token, USB PKI token, smart-
card, PKI medium and VSC are used synon-
ymously in manuals and documentations. 

Q environment Quality assurance systems used to test con-
figuration changes and upgrades. 

Trusted platform module The trusted platform module (TPM) is a chip 
according to the TCG specification, family 2, 
that adds basic security functions to a com-
puter or similar devices. 

Virtual smartcard Virtual smartcards (VSCs) map the generally 
accessible functionalities of a customary 
smartcard in software. Sensitive data is pro-
tected by a TPM 2.0.  
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1.6.2 Acronyms 

These rules are laid down in the CP. 
The following definitions are additionally used within the E.ON SE PKI: 
 

EIDM E.ON identity management system 

GSD Global service desk 

KID E.ON SE GroupID 

SCM Smartcard management system 

TPM Trusted platform module 

TSP Trust service provider (previously CSP) 

VSC Virtual smartcard 
 

1.6.3 References 

These rules are laid down in the CP of D-TRUST GmbH. 
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2. Publication and Repository Responsibility 

2.1 Repositories 

The TSP publishes CRLs and certificates in the LDAP repository at: ldap://direc-
tory.d-trust.net and ldap://cdp-ldap.intranet.eon.com, respectively. Alternative http 
access to the CRLs is also possible at: http://crl.d-trust.net/crl/. The complete cer-
tificate-specific links can be found directly on the certificates. CA certificates are 
additionally published as described in section 1.1.3. 

The TSP provides an online service (OCSP) that can be used to request the rev-
ocation status of certificates of the E.ON SE PKI. The status of the certificates 
will remain available there for up to at least one year after they have expired. 

This CPS and the subscribers‘ obligations are made available to the requester in 
PDF format on the request pages of E.ON SE during the request process. These 
documents can also be downloaded from the Internet at the following address;  

https://www.bundesdruckerei.de/en/Repository 

The latest versions of the above-mentioned documents are published at this ad-
dress. 

2.2 Publication of Information Concerning Certificates 

The TSP publishes the following information regarding the E.ON SE PKI: 

- CA certificates, 

- the CP of D-TRUST GmbH, 

- this CPS, 

- certificate revocation lists (CRLs) and status information.  

The repositories and addresses where this information is available are described 
in section 2.1. 

Parties with a justified interest can obtain the CPS both from D-TRUST GmbH 
and from E.ON SE. In the E.ON SE PKI, EE certificates are generally not pub-
lished by the TSP. 

2.3 Publication Frequency 

CA certificates are published after their creation and kept for a minimum period of 
one year following expiration of the validity of the CA. 

Certificate revocation lists are issued regularly and until the end of validity of the 
issuing CA certificate. Certificate revocation lists are issued and published imme-
diately following revocations. Even if no certificates were revoked, the TSP en-
sures that new certificate revocation lists are created at least every 24 hours. The 

https://www.bundesdruckerei.de/en/Repository
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certificate revocation lists are retained and kept for a minimum period of one year 
following expiration of the validity of the CA. 

CA revocation lists that are issued by root CAs are issued and published at least 
every 12 months even if no revocations took place. 

As described in section 2.1, this CPS is published and available for retrieval for a 
minimum period which is at least equal to the period of validity of the certificates 
that were issued on the basis of this CP.  

2.4 Repository Access Control 

These rules are laid down in the CP of D-TRUST GmbH. 
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3. Identification and Authentication (I&A) 

3.1 Naming 

3.1.1 Types of names 

CA and EE certificates generally contain information regarding the issuer and the 
subscriber and/or subject. In line with the [X.501] standard, these names are 
given as DistinguishedName.  

Alternative names can be registered and included in the subjectAltName exten-
sion of the certificates. 

3.1.2 Need for telling names 

The DistinguishedName used is unambiguous within the E.ON SE PKI. The un-
ambiguous assignment of the certificate to the end-entity is ensured by the use of 
the E.ON SE GroupID (KID).  

In the case of alternative names (subjectAltName according to [X.509]), there is 
no need for telling names. 

This information may not include any references to the certificate itself. IP ad-
dresses are not permitted. 

3.1.3 Anonymity or pseudonyms of subscribers 

Pseudonyms are used exclusively for individuals.  
KIDs (GroupIDs) that were used with authentication certificates as a pseudonym 
in the CN consist exclusively of a Latin letter followed by at least four Arabic nu-
merals. These KIDs (GroupIDs) are not specifically identified as a pseudonym 
(personal and unambiguous KID (GroupID) of E.ON SE). 

3.1.4 Rules for the interpretation of different name forms 

The attributes of the DistinguishedNames (DN components) of EE certificates are 
interpreted as follows: 

DN component Interpretation 

CN Common name: The following variants are used: 
- Individuals without a pseudonym: “(optional) academic ti-

tle<blank>first name<blank>family name”. 
- Individuals with a pseudonym: “Pseudonym” if this consists 

exclusively of a Latin letter, followed by at least four Arabic 
numerals (personal and unambiguous KID (GroupID) within 
E.ON SE). 

- Function or group of individuals: Team name, made up of 
an e-mail prefix and “team certificate”. 
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DN component Interpretation 

serialNumber Serial number: Name suffix that ensures unambiguity of the DN 
(personal and unambiguous KID (GroupID) within the E.ON 
group). 

O Official name of the organization, of the pertinent PKI structure 
(E.ON SE or eon, respectively). 

OU (optional) OU fields are filled exclusively for technical purposes.  

C The notation of the country to be stated corresponds to  
[ISO 3166] and is set up as follows: If an organization O is listed 
in the DistinguishedName, the organization's place of business 
determines the country C.  

 

The notation of names in the certificate is determined by the EIDM updating and 
management processes. When in doubt, the individuals can be unambiguously 
identified by the subscriber via the KID (GroupID). 

It is not necessary to use all of the above-mentioned DN components. Further 
components can be added.  

Additional DN components must comply with [RFC 5280], [RFC 6818] and [EN 
319 412].  

3.1.5 Unambiguity of names 

The TSP ensures that the name (DistinguishedName) of the subscriber and/or 
end-entity (subject field) (DistinguishedName) used in EE certificates is always 
unambiguous within the E.ON SE PKI and beyond the life cycle of the certificate 
and that it is always assigned to the same subscriber or end-entity, respectively. 
This unambiguity is achieved via the KID (GroupID). This ensures the unambigu-
ous identification1 of the subscriber on the basis of the name (subject) used in the 
EE certificate. Several KIDs (GroupIDs) can be assigned to one end-entity. 

Within the scope of the E.ON SE PKI, the unambiguity of user certificates is per-
manently achieved by stating the KID (GroupID) in the certificate subject (even 
after changes in name, for instance, after marriage, etc.). 

The TSP ensures the unambiguity of DistinguishedNames in CA certificates. 

3.1.6 Recognition, authentication and the role of brand names 

The subscriber is liable for compliance with intellectual property rights in the re-
quest and certificate data (see chapter 9 of the CP of D-TRUST GmbH, sec-
tion 9.5). 

                                                 
1 “Identification” as used herein means the identification of the subscriber and the subscriber’s up-to-date details at the time of the 

first-time request (not at the time of a subsequent/follow-up request). It does not mean the investigation of up-to-date details or the 

finding of he subscriber at a later point in time. 
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3.2 Initial Identity Verification 

3.2.1 Proof of ownership of the private key 

Key pairs are produced in the subscriber's sphere of responsibility. Ownership of 
the private keys must be either technically proven or plausibly confirmed by the 
subscriber. 
See also section 6.1.3. 

3.2.2 Authentication of organizations 

Certificates are not issued for legal entities. 

Organizations named in the certificate are subsidiaries and affiliated companies 
of E.ON SE and/or companies of which E.ON SE is a shareholder. E.ON SE acts 
as the RA and authenticates the organizations that are named in the certificate. 

This means that the only organization entries permitted in the DN field “O” are 
“E.ON SE” and/or “eon” for the CAs of the E.ON SE PKI. The entries and the cor-
responding organization are automatically checked by the TSP. 

Since the registered office of the organization (“E.ON SE” and/or “eon”) is rele-
vant for the DN field “C”, the only value permitted for this entry is “DE”. The entry 
is automatically checked by the TSP. 

3.2.3 Identification and Authentication (I&A) of Individuals 

Individuals must provide unambiguous proof of their identity and, when neces-
sary, also that their organization has authorized them to submit the request.  

Individuals are identified and authenticated in the control sphere of the subscriber 
as the RA with support by a technical service provider (see also section 4.2.1). 

In the case of identification according to the standard process, the end-entity ap-
points two confirmers of the RA via their e-mail address who must already have a 
valid and permitted EE certificate. The only permitted certificates in this case are 
EE certificates from the E.ON SE PKI of D-TRUST GmbH. 

If the requester himself has already been authenticated with a valid authentica-
tion and signature certificate from the E.ON SE PKI of D-TRUST GmbH, this cer-
tificate then replaces one of the two confirmers of the RA because the identity 
was already checked once. 

If the preconditions for issuing a certificate are fulfilled after two successful confir-
mations by the RA, the certificate request is then automatically sent to the TSP. 
After the certificates have been received, the end-entity receives an e-mail with a 
URL to download the certificates and install them on the smartcard.  
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3.2.4 Non-verified information concerning the subscriber 

Verification of the subscriber's information is carried out or skipped according to 
sections 3.2.2, 3.2.3 and 4.2.1. In the case of alternative names, only the e-mail 
addresses or their domain components are generally verified. Other certificate 
contents, e.g. LDAP directories, etc. as well as certificate extensions (Additional-
Information, monetaryLimit, etc.), if any, are not checked for correctness. 

3.2.5 Verification of request authorization 

The provisions in section 3.2.3 apply. 

Certificate requests are forwarded by E.ON SE via an agreed online interface. 

Following successful identification in relation to the online interface, the request 
data is technically signed by the communication process. The requests are thus 
transmitted via an encrypted channel and additionally with an electronic signa-
ture. 

Furthermore, only released article numbers that correspond to the products of the 
TSP are available via the interface.  

This ensures that only the intended subscriber can receive the certificates re-
quested. 

3.2.6 Criteria for interoperability 

See chapter 1 of the CP of D-TRUST GmbH, section 1.5.3. 

3.3 I&A for Re-key Requests 

Re-keying is not offered. 

3.4 I&A for Revocation Requests 

Before revoking an EE certificate, the TSP checks whether the party requesting 
revocation is authorized to do so.  

Revocation authorization is verified as follows: 

If a revocation request is received in a signed e-mail, revocation must be re-
quested by the subscriber himself, or the party requesting revocation must have 
been named as a third party authorized to revoke and whose signature certificate 
used in the revocation e-mail must be available to the TSP. 

In the case of revocation via the online interface, transmission must be protected 
by an SSL certificate and a technical signature must be attached to the revoca-
tion request itself. Furthermore, the revocation password is sent to the TSP to-
gether with the revocation request. 

Revocation requests via the online interface can also be submitted for third par-
ties within the E.ON SE PKI. For this purpose, the party requesting revocation 
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must, in his request, log in to the smartcard management system using his valid 
authentication certificate from the SubCA XXI, SubCA XXII or SubCA XXIV so 
that the party requesting revocation is thereby authenticated. 

Other procedures for authenticating revocation requests can be agreed to with 
the subscriber. 

Revocation procedures are defined in section 4.9. 
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4. Certificate Life-Cycle Operational Requirements  

4.1 Certificate Request and Registration 

4.1.1 Request authorization 

Requests may only be triggered by certain end entities of E.ON SE who have 
been authorized by the company (KID (GroupID)) and who are able to authenti-
cate themselves to the RA.  

When the contract of an employee or service provider with E.ON SE comes into 
effect, the HR or contract department in charge creates a data record in a de-
fined and trusted source system. On this basis, an identity is created once a day 
in the central access-protected enterprise directory of E.ON. This directory is an 
essential part of the so-called E.ON identity management system (EIDM). Any 
modifications of these programs/processes are subject to stringent change man-
agement and are agreed to with the TSP.  

Non-authorized changes in EIDM data are not foreseen; they can only be carried 
out by a limited group of persons in leading data sources subject to a specific or-
der to this effect (in writing and reproducible in order to ensure auditability) and 
they are logged individually there.  

All EE keys (signature, encryption and authentication) are generated in the sub-
scriber’s control sphere. 

Private EE keys other than signature and authentication keys2 can be stored in a 
secure manner by a body authorized by the TSP in accordance with the specifi-
cations of the CPS for subsequent re-use (key escrow, re-use in a new token).  

At first, only the authenticated end-entity can access the end-entity’s encryption 
keys stored from the SubCA XXIII. The end-entity can transfer the encryption 
keys as history certificates to his PKI medium in order to use the pertinent private 
keys in order to access previously encrypted data.  

                                                 
2 A signature key is a key for which a certificate is created that contains the public key of the key pair and which includes the key 

use either as “digital signature” or “contentCommitment” and/or “nonRepudiation”.  
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An end-entity can use a workflow in order to define so-called deputies who can 
then access the end-entity’s private encryption keys and additionally transfer 
them to their PKI media in order to be able to access encrypted e-mails in the 
user’s inbox as part of deputy or support tasks.  

Team certificates are different in that the team leader can act via a function KID 
as the owner of the certificate and set up his primary KID and the KIDs of the 
team members as deputies.  

This means that deputies can also obtain the private keys of these certificates if 
these certificates can be used exclusively for decryption.  

In view of the need to protect this application, administration of the SCM is limited 
to a small group of persons and subject to the four-eyes principle, and changes 
must be explicitly released by PKI supervisors of E.ON SE. 

CA certificates of the E.ON SE PKI are issued exclusively to E.ON SE. 

The TSP is entitled to reject requests (see section 4.2.2). 

4.1.2 Registration process and responsibilities 

At the beginning of registration process, CP and a subscriber agreement as well 
as further documents are already available to the subscriber and to the end-entity 
so that he can inform himself about the terms and conditions for use of the certifi-
cate to be requested.  

Two registration processes (standard and standard plus) are foreseen in the 
E.ON SE PKI which are based on pre-registered data from the identity manage-
ment system and its audited data updating processes. 

The standard process focuses on the shift of user identification to the collegial 
environment, where the fact that the end-entity and the confirmer personally 
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know each other is expected to increase the effectiveness and efficiency of the 
secure identification process.  

The authentication of the confirmer and confirmations with advanced signatures 
have the effect of deterring misuse. These characteristics and the exact checking 
task are clearly explained to the confirmers prior to confirmation. It should be 
noted in this context that the confirmer must state which means of identification 
(ID card, passport or personal collegial relationship) was used to identify the end-
entity. 

Strict application of the multi-eyes principle during the check makes it difficult for 
an individual to take possession of a third party’s key pairs without being noticed. 

4.1.3 Standard and standard plus process  

The standard process is the usual process used to identify end entities.  

The standard plus process is designed for certain sites of the E.ON SE Group 
where extended process requirements must be met. In this case, confirmation 
tasks may only be performed by confirmers who belong to an explicitly defined 
group of confirmers. Both processes issue identical certificates, i.e. 
authentication and signature certificates, with certificates under the standard plus 
process being issued by a separate SubCA.  

Encryption certificates are also issued by a separate SubCA which can also 
issue authentication certificates on its own. These certificates can be used 
outside certified PKI media, i.e. on mobile devices or in encryption or 
authentication applications that cannot access smartcards and similar devices.  

At the software end, the process is controlled by a workflow engine and modelled 
to reflect the specific requirements of E.ON SE which enables the secure 
execution of the process and the data flow between the end-entity, the confirmer 
and the TSP.  

4.1.4 Standard process 

This process can only be used by individuals who have an active IT account of 
E.ON SE which is unambiguously identified by a primary KID (GroupID). The 
standard process is made up of the following steps:  

1. An end-entity uses the standard browser in order to open the request URL 
on the intranet of E.ON SE. The end-entity logs in with the KID (GroupID) 
and the related password (if he does not yet have a token) or with the 
existing certificate.  

2. When prompted, the end-entity inserts into his computer a PKI token that 
has been pre-initialized for E.ON. This step can be omitted if a VSC is used. 
He then starts the card initialization process specific for the end-entity.  
The requester confirms that he has read the terms of use as well as the 
subscriber agreement and accepts these. 
During this process, authentication and signature keys are generated for the 
end-entity on the card and/or in the TPM. Only the public keys are 
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transmitted to the SCM. The key pair for the encryption certificate is 
generated centrally by the SCM. By setting a personal PIN, the end-entity 
takes possession of the PKI medium. The E.ON SE smartcard management 
system (SCM) then generates the corresponding certificate requests which 
must be released by one or two confirmers.  

3. The end-entity must propose two confirmers from the EIDM who must 
already have a valid EE certificate.  

4. If the requester has already been authenticated with a valid certificate, only 
one confirmer is required because the identity check was already performed 
once.  

5. At the end of this process step, the end-entity receives an e-mail which he 
can use at any time in order to access the status of this process and to 
abort and restart the process, when necessary. 

6. The first confirmer receives an e-mail with a link to the confirmation process 
step in the standard process. This can only be executed in an authenticated 
manner with a valid authentication and signature certificate. The consent is 
signed with the confirmer’s token and stored in the database together with 
the request. 

7. The first confirmer answers the questions displayed, i.e. whether he knows 
the end-entity in person, how he identified the requester, whether the 
request data displayed is plausible, and signs the confirmation with his 
signature certificate, if applicable.  

8. The second confirmer performs the same steps as the first confirmer.  
The second confirmer is not necessary if the end-entity has already logged 
in with a valid certificate of the E.ON SE PKI. 

9. If the preconditions for creating EE certificates are fulfilled after successful 
confirmation, the certificate requests are then sent to the CA. After the 
certificates have been received, the end-entity receives an e-mail with a 
URL to download the certificates and install them on the smartcard.  

10. As a precondition for installing the certificates on the token, the end-entity 
must authenticate himself once again using an existing token or with his 
username/password. Besides his token, he also needs the PIN which he 
has chosen. 
The end-entity confirms again that he has read the terms of use as well as 
the subscriber agreement and accepts these. 
Following installation, the end-entity confirms receipt of the certificates in 
that the newly issued card signs the confirmation of receipt. Exception: If no 
signature certificate exists, the end-entity issues manual confirmation of 
receipt of the certificates requested. 

4.1.5 Standard plus process 

The standard plus registration process is needed in order to fulfil special 
registration requirements in certain organizational units. Suitably configured 
applications and processes can therefore recognize and verify certificates which 
were issued on the basis of this slightly stronger registration process.  
 
In contrast to the standard registration process, first confirmation is carried out 
locally by a local confirmer determined by the system (an employee with a 
defined role).  



 
Certification Practice Statement of the E.ON SE PKI 

 

 

 

  Page 24 of 53 

4.1.6 Variant of the process for all E.ON entities for mobile devices 

For the users of the above-described processes, authentication and encryption 
certificates from the SubCA XXIII are also available as a software certificate. 
These certificates must be transmitted to an application in encrypted form. The 
application must give the end-entity exclusive control of the use of the private 
key. 
End entities can order their up-to-date encryption certificate, an encryption 
certificate to be newly generated as well as a corresponding authentication 
certificate as a software certificate via the known self-service portal.  
This order is checked and approved in the same way as in the standard process. 
The certificate is subsequently created and transmitted in a multi-stage process.  
 
1. An end-entity uses the standard browser in order to open the request URL on 

the intranet of E.ON SE. He logs in with the KID (GroupID) and Windows 
password (if he does not yet have a token) or with his existing authentication 
certificate of the standard (SubCA XXI) or standard+ SubCA (CA XXII). 
Certificates of the SubCA XXIII are excluded for this purpose.  

2. The requester confirms that he has read the terms of use as well as the 
subscriber agreement and accepts these. 

3. When necessary, a key pair for an authentication certificate or for a new 
encryption certificate is subsequently centrally generated for the user in the 
E.ON SE smartcard management system (SCM). A key pair for the current 
encryption certificate was either previously generated and stored centrally by 
the SCM, and this key pair is either re-used or, if no valid encryption key is 
available, generated during the course of the process. The SCM generates the 
corresponding certificate requests for all new key pairs which, depending on 
the previous confirmation level, must be released by one or two confirmers who, 
for their part, must also have valid certificates (authentication for SCM access, 
encryption for access to the P12 file in the case of the system with two 
confirmers).  

4. The end-entity decides whether he wants to receive an encrypted e-mail with 
the randomly generated PIN which is necessary for installation or whether he 
prefers the alternative approach of choosing two users where each of these 
two users receives an encrypted e-mail that contains half of the 12-digit PIN if 
the end-entity himself does not have a valid encryption certificate. 

5. If the preconditions for creating EE certificates are fulfilled after successful 
confirmation, the certificate requests are then sent to the CA. After the 
certificates have been received, the end-entity receives an e-mail with a URL 
to download the certificates and install them in the application released by 
E.ON. Loading of the certificates can also be triggered by the released 
application. 

6. If the user already has encryption keys on a PKI medium, he receives a 
message during the process of issuing the encryption key stored by the 
software indicating that the user himself is responsible for synchronizing these 
media. 

7. When the certificates are retrieved via a desktop PC, the end-entity confirms 
again that he has read the terms of use as well as the subscriber agreement 
and accepts these. 
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8. In order to perform the certificate installation process, the end-entity must 
enter the complete PIN from step 4. 

The real installation process then starts on the basis of a P12 file. Following suc-
cessful installation, the end-entity confirms receipt of the certificates either per-
sonally or via the application used for installation which automatically confirms re-
ceipt via the self-service portal. 

 

4.2 Certificate Application Processing 

4.2.1 Identification and Authentication (I&A) Procedure  

The identification and registration process described herein must be completed 
and all necessary proof must be provided. 

The TSP defines the following verification methods: 

HR-DB 
The TSP enters into an agreement with an organization (subscriber) and stipu-
lates that only valid data is to be transmitted which meets with the requirements 
of this CPS. The organization uses a secure communication channel in order to 
send requests to the TSP that were generated on the basis of the identity man-
agement system EIDM with auditable policy administration processes. The or-
ganization is obliged to respect the relevant data protection requirements. The 
TSP trusts in the correctness and unambiguity of the data transmitted. At the 
time the tokens are handed over at the latest, the subscriber informs the subject 
about the latter's obligations under the subscriber agreement.  

In the E.ON SE PKI, the end entities are identified and the request data is 
checked in accordance with the processes defined in this CPS: standard and 
standard plus (see section 4.1) including a variant for certificates for mobile de-
vices according to the methods of the standard process. The SCM checks 
against a blacklist whether the requester was excluded from use of software cer-
tificates and, if applicable, displays a corresponding error message. 

 

Domain 
With a view to the right to use the domain and the control thereof, an organiza-
tion is validated using the following methods. According to [BRG] chap-
ter 3.2.2.4.5 Domain Authorization Document as well as [BRG] chapter 3.2.2.4.1 
Validating the Applicant as a Domain Contact. The results of the enquiry are 
filed. 

The certificate request is not released and sent to D-TRUST until all request pre-
conditions are available in a signed form. 

Identification and authentication (I&A) are carried out according to sections 3.2.2  
and 3.2.3. 
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4.2.2 Acceptance or rejection of certificate requests  

If the certificate request via the agreed online interface contains any technical or 
context-related errors, the request will be rejected. The corresponding online in-
terface then generates a message showing the reason(s) why the request was 
rejected. The request must be amended accordingly and submitted again. 

Other reasons for rejection include:  

 Suspected violation of third-party name rights; 

 Non-adherence to deadlines for proof of data; 

 Circumstances justifying suspicion that the issuance of a certificate could 
discredit the operator of the CA. 

The request is not deemed to be unconditionally accepted until the TSP has 
made a positive decision regarding the certificate request and the certificate re-
quested has been handed over (see section 4.4). 

4.2.3 Deadlines for processing certificate requests 

Not applicable  

4.3 Certificate Issuance  

4.3.1 Procedure of the TSP for issuing certificates 

The corresponding certificates are produced in the high-security area of the trust 
service provider.  

The TSP either files the complete request documentation in accordance with sec-
tion 5.5 in an auditable manner, or the TSP concludes agreements with partners 
pursuant to which the request documents and/or requests have to be filed in a 
safe manner and completely until the period according to section 5.5.2 expires.  

This ensures that the correct time is used during certificate production. 

4.3.2 Notification of the subscriber that the certificate was issued 

The TSP does not provide the subscriber with separate notification of completion 
of the certificate.  

End entities are informed by the subscriber. 

4.4 Certificate Acceptance 

4.4.1 Procedure during certificate acceptance 

If a certificate is issued for a key pair that is already available at the end-entity, 
the certificate is either made available for downloading (for instance, published in 
the repository service) or sent electronically.  
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Automatic certificate requests require certain information to be sent to the system 
as follows: 

- requester information, 

- request data and data format, 

- desired certificate product, 

- revocation password. 

In the event that the subscriber detects errors in his certificates or in conjunction 
with the function of the keys and tokens, he must communicate this to the TSP 
without delay. The certificates are then revoked.  

Incorrect data in the certificate is only deemed to be a contractual defect within 
the meaning of the contract if the TSP was obliged to check the functions af-
fected by such defect according to this CPS.  

Acceptance by the customer does not take place. 

4.4.2 Publication of the certificate by the TSP 

EE certificates are generally not published by the TSP. Publication is carried out 
by the subscriber. 

The status can be retrieved via CRLs and OCSP after production of the certifi-
cate. 

4.4.3 Notification of other PKI users concerning the issuance of the certificate 

Certificates of the E.ON SE PKI and its revocation information are fully automati-
cally stored in a smartcard management system. On the basis of this data, revo-
cation can be initiated and requested in accordance with defined processes. See 
section also 4.9.3. 

4.5 Key Pair and Certificate Usage 

4.5.1 Private key and certificate use by the subscriber 

End entities are entitled to use their private keys exclusively for those applica-
tions that are in conformity with the types of use stated in the certificate.  

Key material for signature and authentication certificates from the SubCAs XXI, 
XXII and XXIV is generated exclusively on certified PKI tokens or TPMs that 
meet the ISO/IEC 11889 standard (TCG specification family 2) in the sphere of 
the subscriber. 

Key material for authentication and encryption certificates from the SubCA XXIII 
is generated in a protected server environment by the subscriber. 

The provisions in section 1.4 apply to subscribers. 
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4.5.2 Public key and certificate usage by relying parties 

The certificates of the E.ON SE PKI can be used by all relying parties. They can, 
however, only be relied upon if: 

 the certificates are used in line with the types of use shown there (key use, 
extended key use, restricting certificate extensions, if applicable), 

 verification of the certificate chain can be carried out successfully right 
through to a trusted root certificate3, 

 the check of the status of the certificates via CRL or the certificate status 
service (OCSP) had a positive outcome, and  

 all other precautionary measures determined in agreements or otherwise 
were taken and if restrictions, if any, in the certificate as well as any appli-
cation-specific measures were taken by the relying party and found to be 
compatible. 

4.6 Certificate Renewal 

Certificate renewal is not offered. 

4.7 Certificate Re-key 

Re-keying is not offered. 

4.8 Certificate Modification 

Certificate modification is not offered. 

4.9 Certificate Revocation and Suspension 

4.9.1 Conditions for revocation 

The procedures of the TSP fulfil the requirements of EN 319 411-1 and  
[GL-BRO]. A certificate is revoked in the following cases: 

- when requested by the subscriber and/or the third party concerned (for in-
stance, the organization named in the certificate),  

- if information in the certificate is invalid, 

- if the TSP discontinues its activities and if such activities are not continued by 
another TSP. 

Notwithstanding the foregoing, the TSP can trigger revocation if: 

- the private key of the issuing or of a higher-level CA was compromised, 

                                                 
3 Verification of the certificate chain is to be carried out according to the PKIX model (also called shell model) according to [RFC 

5280], [RFC 6818]. A formal description of the algorithm used to verify the certificate chain can be found in [ETSI EN 319 412]. 
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- weaknesses are detected in the encryption algorithm used which pose seri-
ous risks for the permitted applications during the certification life cycle, 

- the hardware and software used show security shortcomings which constitute 
serious risks for the permitted applications during the certification life cycle, 

- unambiguous assignment of the key pair to the subscriber is no longer en-
sured, 

- no confirmation of receipt is sent to the TSP within the agreed period of time 
indicating that the certificate was transmitted in a correct manner with regard 
to form and contents via a contractually agreed online interface, 

- a certificate was obtained on the basis of false data,  

- the contract was terminated or expired in any other manner. 

Revocations are marked with the time of revocation. Retroactive revocation is not 
possible. 

Parties authorized to request revocation must identify themselves according to 
section 3.4.  

Personnel employed for revocation management are not subject to any commer-
cial, financial or other influence by the organization. 

4.9.2 Authorization for revocation 

- The TSP is authorized to revoke certificates.  

- Subscribers are always authorized to have their certificates revoked.  

Otherwise any individual will be deemed to be authorized to request revocation 
from the TSP if such individual states the correct revocation password. 

4.9.3 Revocation request procedure 

The end-entity can revoke his certificates both via the global service desk of the 
subscriber within the infrastructure of E.ON SE and directly in his personal area 
of the smartcard management system via the online interface. 

Revocations via the global service desk are passed on from the global service 
desk to the TSP.  

E-mail address: eon.servicedesk@dxc.com 

Other revocation methods can be agreed to. 

A certificate revocation request via an online interface should contain the follow-
ing details: 

- the issuer of the certificate, 

- the agreed revocation password, 
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- the serial number of the certificate (in decimal format, if possible) in order to 
enable unambiguous identification of the certificate. 

Via the personal area of the smartcard management system, it is also possible to 
revoke certificates for third parties within the E.ON SE PKI. In this case, the party 
requesting revocation must log in and authenticate himself to the smartcard man-
agement system with his personal token in the request. 

Revocation takes place in the sphere of responsibility of the TSP and can only be 
carried out in an authorized manner by authorized personnel.  

Revocation of a certificate is final. A certificate, once revoked, cannot be re-acti-
vated. 

All revocation information is logged accordingly. The end-entity receives a mes-
sage regarding revocation of his certificates, for instance, by e-mail.  

4.9.4 Revocation request deadlines 

The end-entity or subscriber is solely responsible for ensuring that they or a per-
son authorized to request revocation on their behalf immediately request revoca-
tion as soon as reasons for revocation become known. The procedure which 
promises fastest processing of the revocation request must be used. 

4.9.5 Time span for the processing of a revocation request by the TSP 

The TSP processes revocation requests on German working days between 8am 
and 5pm. Revocation requests received by e-mail are processed the next work-
ing day at the latest.  

According to EN 319 411-1 LCP, revocation via the online interface is executed 
within 24 hours. 

4.9.6 Methods available for checking revocation information 

Up-to-date revocation information is maintained in certificate revocation lists 
which can be retrieved via the LDAP protocol or the link shown in section 2.1. An 
OCSP service is additionally available. The availability of these services is indi-
cated in the form of URLs in the certificates. Revocation information can also be 
obtained via the EIDM. Delta-CRLs are not offered. 

The integrity and authenticity of the revocation information is ensured by a signa-
ture. 

4.9.7 Publication frequency of certificate revocation lists  

See section 2.3. 

4.9.8 Maximum latency time for certificate revocation lists 

Certificate revocation lists are published immediately following their generation. 
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4.9.9 Online availability of revocation information 

An OCSP service is available for online verification.  

The OCSP responder only returns a “good” result if the certificate is stored in the 
repository and if it is valid. 

The availability of this service is indicated in the form of a URL in the certificates. 

4.9.10 Need for online verification of revocation information  

There is no obligation for online verification of revocation information; however, 
section 4.5.2 applies. 

4.9.11 Other forms for notification of revocation information 

None. 

4.9.12 Special requirements if the private key is compromised 

None. 

4.9.13 Conditions for suspension 

Certificate suspension is not offered. 

4.10 Certificate Status Services 

4.10.1 Operation of the certificate status service 

The certificate status service is available via the OCSP protocol. The availability 
of the service is indicated as a URL in the certificates.  

The system time of the OCSP responder is synchronized daily with the official 
time via DCF77. 

The formats and protocols of the services are described in sections 7.2 and 7.3. 

4.10.2 Availability of the certificate status service 

The certificate status service is available 24/7. 

4.10.3 Optional services 

The relying party can obtain information regarding the status of a received certifi-
cate at the following e-mail address: pki@eon.com 

4.11 End of trust service 

The validity of the certificate ends on the expiry date shown in the certificate. The 
request to revoke a certificate by a subscriber or party authorized to request 
revocation leads to revocation by the TSP. The TSP's main contractual duties are 
thereby completely fulfilled. 
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4.12 Key Escrow and Recovery 

Private EE key escrow is implemented by the subscriber. Signature and 
authentication keys of EE certificates from the SubCAs XXI, XXII and XXIV as 
well as authentication keys from the SubCA XXIII are not placed in escrow. 

In the case of the E.ON SE PKI, the EE keys of encryption certificates from the 
SubCA XXIII are kept separately by the subscriber.  

The decryption keys are stored by a system operated by a service provider on 
behalf of E.ON SE. The relevant requirements of EN 319 411-1 must be adhered 
to. Compliance with the requirements is subject to regular revision. 

See also section 6.2.3. 

4.12.1 Escrow and recovery procedures for private keys 

Private key escrow is not provided by the TSP. 

The subscriber (E.ON SE) places in escrow keys for encryption certificates from 
the SubCA XXIII in his own sphere of responsibility according to the following 
rules: 

The SCM offers a defined and specially protected repository area for escrow of 
the master keys of the cards and personal keys in symmetrically encrypted form. 
All private decryption keys from the SubCA XXIII are generated by an HSM mod-
ule and are available in encrypted form in a repository.  

Only the authenticated end-entity is authorized to access the encryption keys in 
escrow and transfer these to his mobile device (see section 4.1.3) or as history 
certificates to his token. This ensures access to currently and previously valid 
certificates and the pertinent private keys in order to decrypt older data.  

KIDs (GroupIDs) of employees who leave the company are deactivated and ar-
chived by an internal process. However, this does not mean that the employee’s 
private keys and certificates are removed from the SCM repository.  

By registration via the central portal of the smartcard management system, an 
end-entity can use a workflow in order to configure so-called deputies who can 
then access the end-entity’s private encryption keys and additionally transfer 
them to their tokens in order to be able to access all encrypted e-mails of the 
end-entity’s inbox as part of deputy or support tasks.  

This confirmation of the deputies takes place exclusively in an authenticated form 
via the portal of the smartcard management system where deputy requests are 
confirmed and the currently existing deputies can be displayed and deactivated 
when necessary.  

Before using new deputy keys, the deputies must also register via the portal of 
the smartcard management system and are then offered the deputy keys availa-
ble to them in order to add or delete their own PKI medium and/or mobile device.  
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When a deputy authority is added and deleted and when a deputy key is installed 
and deinstalled on the PKI medium, the deputy and the party represented4 auto-
matically receive an e-mail for their information, so that parties represented can 
request that deputies who are no longer supposed to act in this function remove 
the keys. This also happens when the party represented changes his PKI me-
dium or mobile device so that the decryption keys of the party represented must 
be newly installed. 

Deputies can continue using the private keys after termination of their deputy sta-
tus until the PKI token of the party represented is re-configured via the portal of 
the smartcard management system.  

On the basis of applicable laws, the head of information security in charge can, in 
exceptional cases and in conformity with the requirements of the multi-eyes prin-
ciple, authorize other end entities to use the encryption certificates in order to en-
able access to encrypted e-mails. He is responsible for involving the relevant su-
pervisory bodies, for comprehensible documentation and, when necessary, for 
subsequent notification of the end entities concerned.  

In the case of team certificates, the team leader can act via a function KID as the 
owner of the certificate and set up his primary KID and the KIDs of the team 
members as deputies. In this way, they can also obtain the private keys of these 
certificates. 

4.12.2 Session key escrow and recovery conditions and procedures 

Session keys are not offered. 

                                                 
4 In the case of inactive end-entities, the PKI supervisors alternatively receive an e-mail informing them.  
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5. Facility, Management, and Operational Controls 

The descriptions of sections 5.4 to 5.6 specifically refer to the SubCAs of the 
E.ON SE PKI operated by D-TRUST GmbH within the scope of [EN 319 411-1]. 

5.1 Physical Security Controls 

Detailed documentation is available for physical security controls and the rele-
vant parts of this can be made available for inspection to any party proving a jus-
tified interest in such disclosure. Documentation is audited by an independent au-
dit and certification body. The audit and accreditation are repeated following any 
security-relevant modifications and at regular intervals. 

Furthermore, TÜV-IT has certified that the trust service provider of D-TRUST 
GmbH applies and implements in its security area the "Infrastructure measures 
for high protection requirements – level 3" ["Infrastrukturmaßnahmen für hohen 
Schutzbedarf – Level 3"] (according to the catalogue of audit criteria for "Trusted 
Site Infrastructure"). This TÜV-IT certificate for a "Trusted Site Infrastructure" au-
dits and evaluates all infrastructure-relevant aspects. This audit is repeated every 
two years. The above-mentioned certificate confirms that D-TRUST GmbH fulfils 
this demanding security standard for its facility, management, and operational 
Controls. 

The SubCAs of the E.ON SE PKI are operated by the TSP under the same con-
ditions as the CAs of D-TRUST GmbH. 

5.2 Procedural Controls 

5.2.1 Role concept 

Documentation includes a role concept where TSP management assigns em-
ployees to one or more roles and they receive the corresponding authorizations. 
The authorizations of the individual roles are limited to those authorizations which 
these roles need to fulfil their tasks. The assignment of authorizations is revised 
on a regular basis, and authorizations are cancelled immediately when no longer 
needed. 

Employees working in the area of certification services act independently and are 
free from commercial and financial constraints that could influence their decisions 
and acts. The organization structure of the TSP considers and supports employ-
ees in the independence of their decisions. 

Employees working in special areas where special privileges are required for 
their work are appointed accordingly and the date of commencing such work is 
recorded. 
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5.2.2 Four-eyes principle 

The four-eyes principle is the minimum requirement for particularly security-criti-
cal operations. This is ensured by technical and organizational measures, such 
as access authorization and verification of knowledge. 

Security-critical systems used for certificate issuance are generally protected by 
multi-factor authentication. 

5.2.3 Identification and authentication (I&A) for individual roles 

The role concept is ensured by technical and organizational measures, such as 
access authorization and verification of knowledge. Before being allowed to ac-
cess any security-critical applications and/or CA systems, the employee con-
cerned must have been successfully authenticated. Event logs enable the identi-
fication of employees who performed past actions; the employees are accounta-
ble for their acts. 

Relevant events of the CA environment relating to the certificate management as 
well as CA keys and CA certificates must be released and recorded in an audita-
ble manner. 

5.2.4 Role exclusions 

The role concept includes various role exclusions in order to prevent any conflict 
of interests, to ensure the four-eyes principle and avoid any harmful acts.  

5.3 Personnel Controls 

The TSP meets the requirements concerning personnel as laid down in 
EN 319 411-1. Employees who have security-relevant roles of the TSP are offi-
cially appointed. Documentation is carried out within the scope of the internal 
personnel life cycle. 

5.3.1 Requirements in terms of qualification, experience and reliability 

The TSP ensures that persons employed in the area of the trust service have the 
required knowledge, experience and skills. 

The identity, reliability and professional qualifications of employees are verified 
before they commence work. Regular and demand-driven training ensures com-
petency in the respective fields of activity as well as general information security. 
Training and proficiency check results are documented. 

5.3.2 Security screening 

Individuals who work in security-relevant areas of the TSP are also regularly re-
quired to present clearance certificates. 

The TSP also operates an ISMS certified according to ISO 27001 that provides 
employees with security-relevant requirements and/or rules of conduct. 
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5.3.3 Training 

The TSP trains trust service personnel. 

5.3.4 Frequency of training and information 

The TSP trains trust service personnel at the beginning of their employment and 
as required. 

5.3.5 Frequency and sequence of job rotation 

Role changes are documented. The corresponding employees are trained.  

5.3.6 Measures in the case of unlawful acts 

The TSP does not employ any unreliable persons in the trust service. 

5.3.7 Measures for external personnel 

External personnel working in the field of trust services fulfil the requirements laid 
down in section 5.3 and are subject to the sanctions laid down in section 5.3.6. 

5.3.8 Documentation handed over 

Comprehensive process instructions and procedures for all production steps de-
fine the relevant employee roles and rights as well as the corresponding manual 
and automated checks.   
The technical security infrastructure of D-TRUST GmbH ensures that deviations 
from these defined processes are not possible in the production process. 

5.4 Audit Logging Procedures 

5.4.1  Monitoring access 

The TSP implements comprehensive surveillance measures (for instance, video 
surveillance) in order to warrant the security of its trust services and the underly-
ing IT systems and documents.  

The audit logging procedures are supplemented by organizational rules. Visitor 
rules, for instance, require that visitors be announced and registered by name at 
least 24 hours before their visit. While in the area of the trust service provider's 
premises, visitors must be accompanied at all times by an employee of the TSP. 

5.4.2 Monitoring organizational measures 

Monitoring organizational measures is another part of the security concept. 

This includes a regular risk analysis that provides a comprehensive analysis of 
threats to the TSP's operations and defines requirements and counter-measures. 
It also includes an analysis of the residual risk where the appropriateness of the 
residual risk is identified and, if reasonable, accepted. 
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Within the scope of internal and external audits, regular tests are carried out in 
order to reduce risks due to external and internal attacks. 

Furthermore, all relevant assets are correctly identified, and the corresponding 
changes to these assets are checked or, if applicable, released by the TSP staff 
commissioned by management. 

5.5 Records Archival 

5.5.1 Types of records archived 

A distinction is made between electronic and printed documents. 

The complete request data, the certificates, the revocation documentation, the 
electronic files and reports concerning the certificate life cycle are electronically 
archived by E.ON SE. E.ON SE can delegate the recording obligation to a part-
ner company. 

The records are archived for a minimum period of five years after the expiry date 
of the certificates issued on the day.  

The TSP ensures that unauthorized modification of the data archived by it is not 
possible during the archiving periods. 

Furthermore, security-relevant events are suitably recorded. The system time is 
synchronized daily with the official time via DCF77. 

5.5.2 Archiving times for data 

Request and verification documents as well as data concerning the certificate life 
cycle and the certificates themselves are archived for a period of at least five 
years and until the end of the year. The period begins after expiration of the term 
of validity of the certificate that was issued last on the basis of these documents. 

If applicable, this also includes the corresponding system reports/logs that were 
generated as part of the stated events. 

Furthermore, security-relevant events are suitably recorded. The system time is 
synchronized daily with the official time via DCF77. 

5.5.3 Archive protection 

The archives are located in protected rooms of E.ON SE or its partner companies 
and are subject to a corresponding role and access control concept. 

5.5.4 Archive data backup 

Confidentiality and integrity of data are maintained. Documentation is set up im-
mediately so that subsequent changes are discovered. German data protection 
requirements are adhered to. 
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5.5.5 Archiving (internally/externally) 

Archiving is carried out internally at the TSP as well as externally in rooms afford-
ing equivalent protection. 

5.5.6 Procedure for obtaining and verifying archive information 

The process of obtaining and verifying archive information is subject to the role 
concept of the TSP and/or outsourcing partner of E.ON SE. 

5.6 Key Changeover 

In due time before a (Sub)CA expires, new CA keys are generated, and new CA 
instances set up and published. 

5.7 Compromise and Disaster Recovery 

The TSP has implemented measures to prevent any interruption of operations as 
a result of loss, damage or compromising. 

5.7.1 Treatment of incidents and cases of compromise 

The TSP has a contingency concept and a restart plan which are known to the 
roles involved and which can be implemented by these when necessary. Re-
sponsibilities are clearly distributed and are known. 

Security-relevant incidents and cases of compromise are documented and inves-
tigated accordingly. 

5.7.2 Recovery after resources have been compromised 

The security concept describes the performance of recovery procedures.  

5.7.3 Compromising of the private CA key 

In the event of compromise or notification of any insufficiency of algorithms or as-
sociated parameters by the issuers of the relevant catalogues according to sec-
tion 6.1.6, the TSP initiates the following: 

- The CA certificates as well as their certificates already issued and not yet ex-
pired are revoked.  

- Subscribers affected are informed about the incident and its effects. 

- The respective supervisory body is informed and the incident is published on 
the websites of the TSP including a statement that any certificates that were 
issued by this CA are no longer valid. 

The analysis of the reasons for the compromise is used, if possible, to design 
suitable measures in order to prevent future cases of compromise. Taking the 
reasons for the compromise into consideration, new CA signature keys are gen-
erated and new CA certificates issued.  
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5.7.4 Ways of continuing business following compromise and disaster 

In an emergency, the TSP decides, depending on the type of incident, whether a 
recovery of the backup of the CA described in section 6.2.4 is to be carried out or 
whether the procedure described in section 5.7.3 is to be adopted in the case of 
compromise. 

5.8 CA or RA Termination 

When the services of CAs are terminated, the TSP informs all subscribers and 
terminates all access possibilities for the TSP's subcontractors with regard to the 
CAs concerned. All certificates issued by the CAs concerned which are still valid 
are revoked. Private CA keys which are concerned are destroyed.  

In the event of a planned discontinuation of its operations, the TSP informs all 
end-entities, subscribers and third parties in advance. 

The repository service and request documents are handed over to Bundesdruck-
erei GmbH and continued there under equivalent conditions. Continuation of the 
repository service until the end of the term of validity of the EE certificates is war-
ranted and handed over either to another TSP or to Bundesdruckerei GmbH. 

Bundesdruckerei has warranted the TSP its compliance with these minimum re-
quirements. 

On completion of operations, the functionality of the CAs will be discontinued so 
that certification is no longer possible.  

D-TRUST has a continuously updated termination plan. 
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6. Technical Security Controls 

The descriptions contained in this section refer to the CAs of the E.ON SE PKI 
which are operated by D-TRUST GmbH.  

6.1 Key Pair Generation and Installation 

At this point, a distinction is made between key pairs for  

- CA certificates (E.ON Group CA 2013 and its SubCAs) and  

- end-entity certificates (EE certificates). 

 

6.1.1 Generation of key pairs 

CA keys are generated in a "FIPS 140-2 Level 3"-compliant hardware security 
module (HSM). The HSM is located in the high-security area of the trust service 
provider and can only be accessed by specifically authorized persons. The role 
concept and hence the 4-eyes principle are compulsory for key generation. The 
generation of CA keys is also documented in accordance with EN 319 411-1. 

All EE keys (signature, encryption and authentication) are generated in the sub-
scriber’s control sphere. 

During generation of EE keys, the subscriber is required to generate these in a 
cryptographically secure manner in accordance with the requirements of 
[EN 319 411-1]. 

The private EE keys for signature and authentication certificates are generated 
on PKI tokens (smartcards certified according to EAL4+ or USB tokens with the 
same functionality) or TPMs corresponding to the ISO/IEC 11889 standard (TCG 
specification family 2). 

6.1.2 Delivery of private keys to subscribers 

Private keys in the E.ON SE PKI are not generated by the TSP. 

6.1.3 Delivery of public keys to the TSP 

 

Certificate requests can be submitted by subscribers for an existing key pair in 
the form of certificate requests which must be signed. The certificate request is 
signed with a previously agreed certificate. Transmission of the signed certificate 
request is additionally carried out via a TLS-protected channel. 
The certificate request contains the public key. The corresponding response re-
turns the complete certificate. 
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6.1.4 Delivery of public CA keys to relying parties 

The public CA key is contained in the CA certificate. Furthermore, CA certificates 
can be obtained from the public repository (see section 2.1) where they are pub-
lished after their generation. 

6.1.5 Key lengths 

RSA keys with a key length of at least 2048 bits are currently used for CA 
certificates. 

RSA keys with a key length of at least 2048 bits are currently used for EE 
certificates. 

6.1.6 Determining the key parameters and quality control 

CA and EE certificates are issued on the basis of keys that comply with [ETSI-
ALG] in its latest applicable version in as far as compatibility in the use 
environment is ensured.  

The signature and encryption algorithms are mentioned in section 7.1.3 of the 
CPS. 

Regular tests are carried out in order to ensure the quality of the cryptographic 
material. 

6.1.7 Key uses  

Private CA keys are exclusively used to sign certificates and revocation lists (see 
section 7.1.2). 

The EE keys may only be used for the types of use stated in the certificate. The 
types of use are defined in the KeyUsage and ExtKeyUsage fields in the certifi-
cate and may be restricted by further extensions (see section 7.1.2). 

6.2 Private Key and Protection and Cryptographic Module Engineering Con-
trols  

6.2.1 Standards and security controls for cryptographic modules 

The cryptographic modules used by the TSP work perfectly. Throughout their en-
tire life cycle (including delivery and storage), the modules are protected against 
manipulation by suitable technical and organizational measures. 

The CA keys are protected by an HSM that was evaluated according to FIPS 
140-2 Level 3. The subscriber is responsible for ensuring a sufficient quality 
during the key generation process for EE keys. 

Furthermore, the CA systems are protected against viruses or other unlawful 
software. 
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6.2.2 Multi-person access protection for private keys (n of m) 

The HSM on which the CA keys are stored is located in the secure environment 
of the trust service provider. A private key must be activated by two authorized 
persons. Following activation, the HSM can sign any number of certificates. 

Access to private EE keys is only possible in the case of keys in escrow accord-
ing to section 6.2.3. 

6.2.3 Private key escrow 

The TSP does not offer escrow of private CA.  

Private EE key escrow can be applied for and will be implemented by the 
subscriber according to section 4.12.  

The TSP does not offer signature key escrow of EE certificates. 
In the case of the E.ON SE PKI, the EE keys for encryption certificates from the 
SubCA XXIII are kept separately by the subscriber.  

The encryption keys are stored by a system operated by E.ON SE or a service 
provider retained for this purpose. The relevant requirements of EN 319 411-1 
must be adhered to. Compliance with the requirements is checked. 

Private keys of the E.ON SE SubCA XXIII can be used for decryption and/or au-
thentication for use in mobile devices or SoftPSEs even outside a certified PKI 
medium or VSC.  

6.2.4 Private key backup  

A backup of the private CA keys exists. A CA key backup must be carried out at 
the HSM by two persons authorized for this activity and takes place in the secure 
environment of the trust service provider. The backup system is subject to the 
same requirements and protection measures as the production system. Recov-
ery of private keys also requires two authorized persons. Further copies of the 
private CA keys do not exist. 

The TSP does not offer a backup service for private EE keys. 

6.2.5 Private key archiving  

Private CA and EE keys are not archived by the TSP. The subscriber is responsi-
ble for archiving encryption keys of end entities from the SubCA XXIII. 

6.2.6 Transfer of private keys to or from cryptographic modules 

Transfers of private CA keys to or from the HSM are limited to backup and recov-
ery purposes. Adherence to the 4-eyes principle is compulsory. Private CA keys 
exported to/imported from another HSM are protected by encryption. 



 
Certification Practice Statement of the E.ON SE PKI 

 

 

 

  Page 43 of 53 

In the case of certificates to be used on mobile devices, the key material gener-
ated by the subscriber in the HSM is encrypted using the end-entity’s existing en-
cryption key and transmitted in a protected manner to the end-entity’s device. In-
stallation of the key material is only possible after the complete correct PIN of the 
encryption key has been entered. A backup of the P12 file at the end-entity is not 
foreseen.  

The corresponding application transmits the encryption certificates to the mobile 
device together with the e-mail profile. The end-entity does not have to imple-
ment any further measures in this context. 

6.2.7 Storage of private keys in cryptographic modules 

The private CA keys are contained in encrypted form in the HSM at the TSP.  

The private EE keys for signature and authentication certificates are generated 
on PKI tokens (smartcards certified according to EAL4+ or USB tokens with the 
same functionality) or TPMs corresponding to the ISO/IEC 11889 standard (TCG 
specification family 2) or in encrypted form on a VSC. 

The subscriber is responsible for storing encryption keys of end entities from the 
SubCA XXIII. Private keys of the E.ON SE SubCA XXIII can be used for decryp-
tion and/or authentication for use in mobile devices or SoftPSEs even outside a 
certified PKI medium or VSC.  

6.2.8 Activation of private keys 

The private CA keys can only be activated according to the 4-eyes principle, by 
the authorized roles and for the permitted types of use (keyCertSign, cRLSign). 

Private signature keys are activated at the end-entity’s end by entering a PIN 
with at least six digits.  

6.2.9 Deactivation of private keys 

The private CA keys are deactivated by disconnecting the connection between 
the HSM and the application. 

The respective application deactivates the private EE key. Deactivation takes 
place at the latest when the PKI token is removed. 

6.2.10 Destruction of private keys 

The private CA keys are deleted when their term of validity expires. This is ac-
complished by deleting the private key on the HSM and simultaneous deleting of 
the backups on data media. When the HSM is shut down, the private keys in the 
device are deleted. 
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6.2.11 Assessment of cryptographic modules 

The TSP operates suitable hardware-based and software-based key generators 
in order to warrant the quality of the EE keys. The HSMs used are 
FIPS 140-2 Level 3-compliant.  

6.3 Other Aspects of Key Pair Management 

6.3.1 Archiving of public keys 

Public CA and EE keys are archived in the form of the certificates generated. 

6.3.2 Validity periods of certificates and key pairs 

The term of validity of the CA keys and certificates is variable and shown in the 
certificate. The maximum possible validity period totals 30 years. 

The term of validity of the EE keys and certificates is variable and shown in the 
certificate. The maximum possible term of validity of LCP certificates of the E.ON 
SE PKI totals 36 months. 

6.4 Activation Data 

6.4.1 Activation data generation and installation 

The activation data of the CA keys is requested by the HSM. The PIN is assigned 
during the bootstrap procedure. Adherence to the 4-eyes principle is compulsory. 

Since the key pair is generated by the subscriber, the activation secret is availa-
ble directly and exclusively to the subscriber.  

6.4.2 Protection of activation data 

The activation data of the CA keys is made up of two secrets with each one 
known to one authorized employee. Only certain, designated employees can ac-
cess the activation data. 

6.4.3 Other aspects of activation data  

PKI tokens in the E.ON SE PKI are configured in such a manner that they are 
blocked after three incorrect PIN entries. End entities have no personal unblock-
ing key number (PUK) to unblock the PKI token. The PIN is set by the end-entity 
himself, it can be changed by the end-entity and reset by him with the help of the 
smartcard management system. 
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6.5 Computer Security Controls 

6.5.1 Specific technical security requirements for the computer systems  

The computers, networks and other components used by the TSP ensure in their 
given configuration that only those actions can be carried out which are not in 
conflict with the CP and EN 319 411-1.  

It is ensured that security-relevant software updates are installed at the appropri-
ate point in time on the relevant systems. Any deviations are suitably docu-
mented by the TSP and, if necessary, addressed in the TSP's risk management. 

The subscriber and end-entity must use trusted computers and software: This re-
quirement is fulfilled according to the policy determined by E.ON SE.  

The system time of the relevant CA systems is ensured by a radio clock with a 
redundant connection. 

6.5.2 Assessment of computer security 

The computers, networks and other components used for the CA keys were 
checked, inspected and audited by recognized inspection and certification bodies 
and are suitably monitored in accordance with EN 319 401. 

6.5.3 Monitoring 

The relevant systems are continuously monitored in order to ensure their availa-
bility. Each failure is recorded, documented, classified according to its severity 
and prioritized. The handling of critical notifications is part of the incident man-
agement process. Notifications on security-relevant events are sent to a central 
place and assessed according to their criticality.  

In case of failures where one service is no longer available, the parties affected 
will be informed every 24 hours on the current status of trouble-shooting. 

 

6.6 Life Cycle Security Controls 

6.6.1 Security controls during development 

During the course of all system development projects carried out by or on behalf 
of the TSP, security requirements are already analyzed during the draft design 
phase. The results are defined as requirements for development. 

6.6.2 Security controls in conjunction with computer management 

Administration of computers, networks and other components is strictly limited to 
personnel authorized according to the role concept. Relevant systems are pro-
tected by multi-factor authentication. Log files are regularly analyzed with a view 
to rule violations, attempted attacks and other incidents. Audit logging proce-
dures begin when a device is set into operation and end when it is disposed of. 



 
Certification Practice Statement of the E.ON SE PKI 

 

 

 

  Page 46 of 53 

6.6.3 Life cycle security controls 

Any devices used are operated in accordance with their manufacturers' instruc-
tions. Prior to being set into operation, they are meticulously checked and in-
spected. They are only set into operation if it is clear beyond any doubt that they 
were not manipulated. Hardware and software checks, for instance, are sealed in 
order to be able to detect manipulation and attempted manipulation during any 
activity or inspection. Furthermore, methods and systems are used that monitor 
security-relevant and/or CA systems on a permanent basis in order to detect any 
irregularities (unauthorized access, failure, etc.). In the case of suspected manip-
ulation of a component, any action planned will not be carried out and the inci-
dent is reported. In order to enable an immediate and co-ordinated response to 
any security-relevant incidents, the TSP defines clear-cut escalation rules for the 
individual roles. All relevant events of the CA environment and of the key and 
certificate management system are detected by the system and filed in a signed 
form. 

Capacity requirements and utilization as well as the suitability of the systems in-
volved are monitored and adapted as required. Devices that have been ex-
changed are taken out of service and disposed of in such a manner that any mis-
use of functionalities or data is ruled out. Modifications of systems or processes 
are subject to a documented change management process. Security-critical mod-
ifications are checked by the security officer. After expiration of the term of valid-
ity of CAs, the private keys are destroyed.  

Electronic data or printed reports are used to document all relevant events which 
influence the life cycle of the CA, of the certificates issued and of the keys gener-
ated, and such electronic data or printed reports are stored on long-lived media 
in an auditable form. 

Special care is taken in this context in order to ensure that the media used are 
treated safely and protected against damage. Furthermore, these media are 
stored safely, checked at regular intervals and protected against wear and/or ob-
solescence. 

Penetration tests are carried out regularly by an independent and competent 
body. Weak point scans are also regularly carried out. 

The features and characteristics of the processes used for identification are de-
veloped on a case-by-case basis within E.ON SE and/or between E.ON SE and 
its service providers and initially agreed to and co-ordinated with D-TRUST.  

Modifications of the processes described in the CP, CPS and process-related 
contracts are subject to D-TRUST’s prior confirmation regarding policy conformity 
on the basis of a change description within two weeks and, when necessary, 
prior updating of the relevant documents.  

The representatives of D-TRUST GmbH’s executive management and the PKI 
supervisors of E.ON SE are responsible for compliance and must be involved in 
the change management process as parties whose consent is mandatory in as 
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far as implications for the PKI identification and registration processes are fore-
seeable. 

6.7 Network Security Controls 

A network concept is implemented at the CAs that ensures that the relevant CA 

systems are operated in particularly well-protected network zones. The network 

architecture of the TSP features a multi-level concept of network security zones. 
The root CAs are operated in the network security zone with the highest security 
requirements. Detailed documentation is available for the network concept (secu-
rity concept of the TSP, D-TRUST GmbH, in conformity with the German Act on 
Digital Signature, network concept). Relevant parts of this documentation can be 
made available for inspection to applicants who have a justified interest in such 
disclosure. The security concept has been audited by an independent audit and 
certification body recognized by the Federal Network Agency (Bundesnetzagen-
tur). 

A network security concept is implemented for the operation of the SCM in the 
data center for E.ON SE.  

6.8 Timestamping 

Timestamping is not offered within the scope of this CPS. 
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7. Certificate, CRL, and OCSP Profiles 

7.1 Certificate Profiles 

7.1.1 Version numbers 

Certificates are issued in X.509v3 format and in accordance with EN 319 412-2. 

7.1.2 Certificate extensions 

The selection of the extension is largely product-dependent.  

CA certificates contain the following critical extensions: 

Extension OID Parameter 

KeyUsage 2.5.29.15 keyCertSign, 
cRLSign 

BasicConstraints 2.5.29.19 Ca=TRUE, 
(pathLenConstraint) 

 

CA certificates can include the following non-critical extensions: 

Extension OID Parameter 

AuthorityKeyIdentifier 
2.5.29.35 160-bit SHA-1 hash of the 

issuer key 

SubjectKeyIdentifier  2.5.29.14 160-bit SHA-1 hash of the 
subject public key 

CRLDistributionPoints 2.5.29.31 Address of the CRL issuing 
authority  

AuthorityInfoAccess 1.3.6.1.5.5.7.1.1 accessMethod=OCSP 
{1.3.6.1.5.5.7.48.1}, 
accessLocation 

accessMethod= Certifica-
tion Authority Issuer 
{1.3.6.1.5.5.7.48.2}, 
accessLocation 

certificatePolicies 2.5.29.32 OID of the CPs supported 

Further extensions can be added; they must comply with [X.509], [RFC 5280] 
[RFC 6818], [ETSI EN 319 412] and [ETSI-ALG] or they must be described in a 
referenced document.  
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EE certificates contain the following critical extensions:  

 

Extension OID Parameter 

KeyUsage 2.5.29.15 Possible are:  
digitalSignature, contentCom-
mitment, keyEncipherment, da-
taEncipherment, keyAgree-
ment, encipherOnly, deci-
pherOnly 
and combinations thereof 

 

EE certificates can include the following non-critical extensions: 

Extension OID Parameter 

ExtKeyUsage  
2.5.29.37 

Corresponding to [RFC 5280], 
[RFC 6818] 

AuthorityKeyIdentifier 
2.5.29.35 160-bit SHA-1 hash of the 

issuer key 

SubjectKeyIdentifier  2.5.29.14 160-bit SHA-1 hash of the 
subject public key 

CRLDistributionPoints 2.5.29.31 CRL issuing authority as 
ldap address  

AuthorityInfoAccess 1.3.6.1.5.5.7.1.1 accessMethod=OCSP 
{1.3.6.1.5.5.7.48.1}, 
accessLocation 

accessMethod= Certifica-
tion Authority Issuer 
{1.3.6.1.5.5.7.48.2}, 
accessLocation 

certificatePolicies 2.5.29.32 OID of the CPs supported 
cpsURI 

SubjectAltName  2.5.29.17 Alternative holder's name 

Further extensions can be added; they must comply with [X.509], [RFC 5280], 
[RFC 6818], [ETSI EN 319 412] and [ETSI-ALG] or they must be described in a 
referenced document.  

 

7.1.3 Algorithm OIDs 

The following encryption algorithm is currently used in the CA and EE certifi-
cates:  

- RSA with OID 1.2.840.113549.1.1.1. 
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The following signature algorithm is currently used in CA and EE certificates: 

- SHA256 RSA with OID 1.2.840.113549.1.1.11. 

7.1.4 Name formats 

In the subject (here: name of the subject/end-entity) and issuer (name of the is-
suer) fields, names are assigned according to [X.501] as DistinguishedName. 
The attributes described in section 3.1.4 can be assigned. Coding is carried out 
as UTF8 string or PrintableString for the C (Country) attribute. 

The SubjectAltName (alternative subject name) and Issuer-AltName (alternative 
issuer name) fields can contain names according to RFC [5280], [RFC 6818] 
(coded as IA5String). 

7.1.5 Name constraints 

"NameConstraints" is not used. 

7.1.6 Certificate Policy Object Identifier 

"CertificatePolicies" can contain the OID of CPs supported.  

7.1.7 Use of the "PolicyConstraints" extension 

"PolicyConstraints" is not used. 

7.1.8 Syntax and semantics of "PolicyQualifiers" 

"PolicyQualifiers" can be used. 

7.1.9 Processing the semantics of the critical CertificatePolicies extension 

In CA and EE certificates, the CertificatePolicies extension is not critical. Sub-
scribers and relying parties are free to decide whether this extension is evalu-
ated. 

7.2 CRL Profiles 

7.2.1 Version number(s) 

Certificate revocation lists v2 according to [RFC 5280], [RFC 6818] are created. 
Delta-CRLs are not foreseen.  

7.2.2 Extensions of certificate revocation lists and certificate revocation list entries 

Certificate revocation lists can contain the following non-critical extensions: 
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Extension OID Parameter 

cRLNumber 2.5.29.20 Number of the certificate revo-
cation list 

AuthorityKeyIdentifier 2.5.29.35 160-bit SHA-1 hash of the is-
suer key 

7.3 OCSP Profiles 

7.3.1 Version number(s) 

OCSP v1 according to [RFC 6960] is used. Positive information is additionally 
supported. 

7.3.2 OCSP extensions 

The OCSP responder supports the extension shown below for queries: 

Extension Parameter 

RetrieveIfAllowed If set, the certificate is delivered in the response 
(optional). 

 

The OCSP responder uses the extensions shown below in the responses: 

Extension Parameter 

ArchiveCutoff Period of time for which the OCSP responder 
makes the status information available after issu-
ance of the certificate. 

CertHash In the case of the good or revoked status, the 
SHA-1 hash value of the certificate is entered. 

CertInDirSince Time of publication of the certificate in the central 
repository service. 

RequestedCertificate Contains the certificate if RetrieveIfAllowed was 
set. 

 

All extensions are non-critical. Further non-critical extensions can be contained. 
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8. Audits and Other Checks 

Revisions, revision objects and processes are described in more detail in the 
documentation of D-TRUST GmbH as the trust service provider. The role con-
cept documents the qualification and position of the internal auditor.  

This documentation is audited on a regular basis by an independent audit and 
certification body recognized within the scope of the European Accreditation Sys-
tem. Relevant parts of these documents can be inspected against proof of a legit-
imate interest. The recognition of the audit body is shown in the corresponding 
“audit attestation”. 

The TSP performs an annual full-scale audit with a recognized audit and certifi-
cation body.  

Furthermore, internal audits are carried out and documented independently by 
the TSP and E.ON SE on a regular basis. 
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9. Other Business and Legal Matters 

The rules in chapter 9 of the CP of D-TRUST GmbH are applicable. 

 

 


